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1. IRSi5EE

(BRFFIEIRAR SN AEBIRE) B—MEREKFHZE IS RAYIFER T
IMH. 2023 FEKRERTRIIE=H, SEEMRERERIBZEIRAARSHANBIIRS
S, AIEN—FE, Al HREZHN—NLIKIRES [FAIFRIRREMER., AR
RIEBRSRARE IR, tRAEEIEIGEUERREMME. SURERI RIS X
B B, ATEERSECREANEN. ERRe SRR EHZENNERT,
BB I AN S BE B R RIS FE S,

EX¥BES) (Federated Learning) REHTHHIWISEINITREF, FES5511EE
Hitt2 55 #iRH TR EENERRE. 2535 TEEENEZERNEIESR, FRHR
PERISEL, BITEEUEAHARYIE F, #TEUEER S5, RGN, BY A5
HeeF A,

BFRF IR RAA T EREEMEA, EffST 2016 FHEFAE H. Brendan
Mcmahan TEiEX Federated Learning of Deep Networks using Model Averaging 23]
PERSRE, RARTHRRREFIRHEAFEMEEFRENEHE, FREFSBRIZAE
SRR T7REURATTSHEIAE 2018 FFEY BANIE B2B SfhlBAG RN,
BIEEER, FEDEILIRREZ 2R, BRI EFOMNIEREHY Peer-to-Peer 28

' ipsE. XE. BRRESE: (BFBFES) . (FEIENFESEM) . 2018 FhrsE 11H3, 5 49-551.

2 McMahan, H. B., Moore, E., Ramage, D., & y Arcas, B. A. (2016). Federated learning of deep networks using
model averaging. arXiv preprint arXiv.1602.05629.

33 ZCNET 2017 FELL Communication-Efficient Learning of Deep Networks from Decentralized data J#x
FAZFRT AISTATS 2017,
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B, Higit BRREREASIERIIER R L. RIPERETEINDASIERFA. R
IFSZEMRIRIRT, AS25LESHEERZAFRENE. &, JRI=HRFES.
B SRR S ARMES TS 5SS RESHIREITS, @7 ERBMREEENERZ™
wiE. BT, KBEICERAENATEMY. L. ETE, EEfEERANEM
g, BRFFEIFEMAT—RATEEDREE. TSN EMZIIER. 2023 &,

EEREAT T(ERATEREHAMIEITR), B, "(EHEXFREF 754 (Federated
ML) " HBEINERHERATAUSTSEIE—, RSN "XEMAGRSEERA TS AR
TTIREBIRER" HXRR,

(2023 BAFPFIEHARSNAEBHRE) TBEMAR. FEER. TESR.
TN A, URARESILAGE, RASEHARNENEERPFEIE 2016 FHEELIKE
2022 FHIRATAFTAMNAAHRE, HREBZEARARRARLRSHIR. AEIRENGE
TR B RR 2016-2022 &, BEF FEASALEST. IWNHRERE, ERREHRTR
TIZTEBEBERERARE. IFTNBRHRMER, FI20, WRISLEEERARIMIIEH
5 REFBERDTT. KENE AT EEERRSHNEF I TN SRECXHEX D
s, MEBINT ERFHEIENEREARZFESIRPIMB 517, LIRS T AEERA

4 https://www.fedai.org/cases/utilization-of-fate-in-anti-money-laundering-through-multiple-banks/

5 Liu, Y., Huang, A, Luo, Y., Huang, H,, Liy, Y,, Chen, Y., Feng, L., Chen, T, Yu, H., & Yang, Q. (2020). “FedVision:
An Online Visual Object Detection Platform Powered by Federated Learning,” Proceedings of the AAAI
Conference on Artificial Intelligence, 34(08), 13172-13179.

6 Li W. et al. “Privacy-Preserving Federated Brain Tumour Segmentation,” In: Suk HI., Liu M., Yan P,

Lian C. (eds) Machine Learning in Medical Imaging. MLMI 2019. Lecture Notes in Computer Science,

vol 11861. Springer, Cham.

7 Ben Tan, Bo Liu, Vincent Zheng, and Qiang Yang. 2020. A Federated Recommender System for Online
Services. In Fourteenth ACM Conference on Recommender Systems (RecSys '20). Association for Computing
Machinery, New York, NY, USA, 579-581. DOl:https://doi.org/10.1145/3383313.3411528
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RUBRFBZEINEAERIDHT, AR EINFE B IF S RFIFTRER.

1.1 HiEEE

KMy SRR BRI B ASIRIZIES RS RS FE AMiner FUEERITRAY
2016-2022 FHARISEHKIBFEIAREFEERRNCEIE. TREUELURATHUES. 18
NHY5 | REHIES AL HER) 2023 £ 3 B 31 H.

1.2 BXFFIFRM

AR SHRIERFBZ IR RERATIERIEIA,  IARIZ TS ESHE I FARIE AT FER,
BRI S GRRRRBRFE I B ERR AR IAIRNGER, WE 1 7.
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BETE

(gradient matching)

[CEA G
(privacy attack)

HERE
(model inversion)

AR J

(membership inference)

REBFHHE

(secure multi-party computation)

B
(homomorphic encryption)

BoieH
(differential privacy)

FRIPHLE

I~ (Protection Mechanism)

RIATINE

(trusted execution environment)

ZERE
(secure aggregation)

BlRiE
(blockchain)

RAFER

{model compressicn/sparsification)

REWE
(malicious attack)

53 (backdoor attack) }
FF LM (byzantine attack)

BT RRMH
(clustering-based defense)

ETERH
(distance-based defense)

Rt

(defense mechanism)

ETHRIT RN

(statistics-based defense)
i&i8(pertubation) -

SEEE (norm clipping/bounding) |

AIREAR B )
(certifiably robust FL)
FEBFZF S (asynchronous federated learning)
{28 4 (model compression)
FERES B (actorization)
% PR client selection)

HIIER (knowledge transfer) —
B£#R{fift (federated optimization) —

SYEI% 3 (split learning) -

S5 (client selection) —
2555 E(client clustering) —| (data/model heterogeneity)

BEER (mixture of experts)

#HiEHIE(data augmentation) —

A E (feature alignment)  —

{parameter-efficient finetuning)

ARELZ B ERE
(federated large model)

RTINS

(model parallel training)

SRREDHA
{federated heterogeneous large model)

AREIRTBIMRR

(transfer knowlzdge from LM to SM) AERGMERIVERH

(federated large
models (LM) and small

BRI IR CREI AR models (SM))

{accumulate knowledge from SM to LM)

=2
(privacy)

B2

(security)

B

(efficiency)

P

(large model)

BHHERYS
{topology)

o)
(applications)

EIfERkHPES]
(Trustworthy
Federated Learning)

BRI
{multi-objective
optimization)

EigSH

(theoretical analysis)

B 1 B3PI miR

b | MRS
(categoory) (data partition)

L #5555

(client type)

Ll
”_ (centralized federated learning)

| EP B
(decentralized federated learning)

AREHES

(hierarchical federated learning)

AR

’_ (horizontal federated learning)

HEBREE

(vertical federated learning)

- s
(federated transfer learning)

BREBIHIES
{ (cross-device federated learning)

BHEMSERAES
(cross-silo federated learning)

~ EER, WV, loT)
|~ ib&kitH(edge computing)
i 5G, 6G
i~ Efr5{#Ehealthcare)
¥4 M (drug discovery)
#E/E (database)
£Ad(finance)
F(retail)
#H(education)
22 A (robot)
37 (recommendation)

BRREALENLP)

ITHARR(CV)

EL LA
(multi-objective
evolutionary algorithm)

ZBRmA A
(multi-objective Bayesian
optimization)

BHRETE
(multiple-gradient descent
algorithm)

ZEMAUTHBEL
(multi-objective particle
swarm optimization)

TRETREL
(no free lunch theory)

AR
(probably approximately correct)

B
(game theory)

FIEIERE R
(certified robustness)

BRI
(federated optimization theary)

ARG LT KEDRYTTE (watermarking)
{Model IP Protaction) BT (fingerprinting)
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2. 5|8

AT R RRIEIR=KEE.

—RHIEEIR. ATEEMY S ITEZEENEIERKIAIE L. WL, ST
WHFEEHIEEIRERERENRR, FESHUREUR R R8T, TELSHEA
TERERARSII, R, HERZEFEERLITRERZ, BT TR, BiARe.
ITBFEERER, $EEZRUMBR A FRER, Wt ARFMEWFRBRRERLE
BEREIEN— S BEARERSIEN— . Eit, BoBiESit. STERNESIRHITES
FHREFIMHRIAIFEERX.

TRikENER. 251, EUSIERAIRE AR ARG, SEERERRTIEE
HAINENS SR S SRR AT E. BUEE 2018 FIER T (BRAEURHRIFS
) (General Data Protection Regulation, GDPR) , EHE, £EEELEMEERE
SefaF 2017 £ 12 B#0 2020 4 3 BAM T HRIR(EEZERANTAGEZREE) (GB/T
35273-2017, GB/T 35273-2020) , XM AEEMEE. &7, SEFRMHL T BBIME. Lo,
£ 2017 FEesLiEh) (P AREMERZZ XY B M (hEARSEMERZESN) 9 G
EIEHMEBEEEAMEMHE, E. RAEKENMAGE, HFESE=AT8ERZH
HHRESRPIERAIENUR ZEERSEEREIRRIA NS, 2021 FIEEAHLE T (#

8 (PEARHNEMBZEZE) , FHARNELZLIEENZRSDAE. PEARRNEEREHRNERNIAE,
http://www.cac.gov.cn/2016-11/07/c_1119867116.htm
o (P ARHMEREZNY , PEARKFTIEFRARBAF, http://www.gov.cn/xinwen/2017-
03/18/content_5178585.htm#1
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BEREE) ' (PAGBRRIFE) M, (KREREMIRIELEFRIPEND) 12, IEUE
TERMTIERRP, BAE THENSIEEMER.

=RENER. REVERSAEERIET, B Al EiZHNSRIEMMT ERKER
SR, BNARANIATEERRAIRIS— I ER. 2t EETETTEES S
BEIZMTEDR ERESIHTEROMNE, BILIREEFIHTEREN, XNALIBEEE
AR ETRNRERENABTET K, BEEURENIT Bt SBTHRATER
KENE DR,

PHYLLEREE, PN BRFBHERFEIMEEST 2016 FHAETMRARBGRE,
[ER/IRERETEM SRR, HERFARIFIEIE R SN — A TIER ARG E 3, BKFES
AR REIEA LA, BNSE5ENSHIMUTE, BTSN S 5L ERIPEE
FEFA. WEGIEZEMEKATRIR FHTHRFES, EMEHTEE) 14558, HEZ
RGN IRENE—CERREREREEERAK (FES M EIRIAFXIFE (user
alignment) FAFEXITT (feature alignment) RIKRMAT) 131, MNFnsCEIEALEIRIEHERS
BRI, BREIEMSAE,

TN BB RIS R E BRI R IR AT SAYMARIRIT Al EIBATE 2018 &
R, ZEBMSERFRZ I AT AIERY B2C H=IUFIARE B2B DHIVERGE
1RIRH, SRERES. RIS EIINRREZHEE, RGP OIVEESA] Peer-

10 (hi \RHMEHSEZEZE) , FEAKW, 2021506 8 10H,

http://www.npc.gov.cn/npc/c30834/202106/7c9af12f51334a73b56d7938f99a788a.shtml

" (P ARHEMENAGRRIFE) . FEAKK, 2021408 B 20 H,

http://www.npc.gov.cn/npc/c30834/202108/a8c4e3672c74491a80b53a172bb753fe.shtml

2 (RPEEEMRRLT2MRIFSAG) , PEBRK, 2021408817 H

http://www.gov.cn/zhengce/content/2021-08/17/content_5631671.htm

3 igaE. XUE. BRRESE: (BEEY) |, (FEIEIFESER) |, 2018 Fhrss 11 85, 55 49-55 7.
6
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to-Peer 287, HiRITBIRREREASERRINIEERRE. RIPKiREEII AL
EISFA. (RESIEEMARIRT, AZ2 5B IHRERZAFRENE. 2. IR
MEEF IFRELER, BFF IR ESRZ S SEFESIREINE, #I7IER
BRIV BHRMERR Z A,

NLERmA, RIEMSEENSER (ARSAPFIENESER) | BBEIALS
JIRERERFRFS) . PEEFRFE I SEFRERFS 14,

BIF BRI — N EERE, ETSENE. EAIZ2RPERANRS.
BFB SRR AR R E BN S 5 IR TR, A EE25EF D
EE R LA E/ER, MMSEEEEBG R HARIAFEE B, A TP EIR & BT
B IRE REFNEFRENFRRENE, BHFIBIE 5%25 75118 (Secure Multi-
Party Computation, MPC) | EZ&I0% (Homomorphic Encryption, HE) . Z5BaFA

(Differential Privacy, DP) FIEIfSH#4T#8 (Trusted Execution Environment, TEE) &
FERATTERAIERLS , SR THIEUERISFARIP. AT, FRFARIFTSIERIBERREETR
BRFRZ S PR B BERUIRACE B IR A |4 (SHEE) AR T, RILEG I SRt E
BRANRMSEETEAEIEE. RE)IGNERNRM) (BiRe) RIFEEX=MEZE
AT, X=NMEEBRAERRFIPREEN=MUCER. WIEBEX=1%E
EERIGEMARTT, REFHFEIN—MRRARAENONT, FEERKFRFIRIAFFIN A

4 Liu Y, Chen T, Yang Q. Secure Federated Transfer Learning Framework[J]. IEEE Intelligent Systems, vol. 35, no.

4, pp. 70-82, 1 July-Aug. 2020.

> igaE, XFE, BE, Bk, BRAGE: (BOBES) , BFTIHARAL: JEmR, 2020 £:99-99.

16 Girgis, Antonious M., Deepesh Data, Suhas Diggavi, Peter Kairouz, and Ananda Theertha Suresh. "Shuffled

model of federated learning: Privacy, accuracy and communication trade-offs." IEEE journal on selected areas

in information theory 2, no. 1 (2021): 464-478.

17 Zhang, Xiaojin, Yan Kang, Kai Chen, Lixin Fan, and Qiang Yang. "Trading off privacy, utility and efficiency in
7
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RETR, AHEEFBE IS M A B O ATRE(R, LEal, BRFRF IRRE S0,
DN, ATRERRIERY, RRIRGFRIP SRR SR RN EE R I E R,
TSR, KRB (MARAENESREY, Large Language Model, {E#R LLM) A TR
AR FERIETHE, FeHAIAHREY ChatGPT 2231 ERFIEAES RIS EROEMERIN, i
—LEUR T IAFH WIS RIS R H TSN FRRIAME , SFMERTIEE AR
BIRHASS. M, AEEESChRN ASE

MBS, TEEE: 1) JIGREHN
NIERRNGFER ) 2) )| SA0E TR TS R EURISRARIF I ; 3) R ERRAVALE.
BNFERFTROE MEEFH/NNEEMDL, FRTEAEE. BHFEI BN,
E—MREB NN IR, Bt RMERI IR A ERIFAE USRI Eh) 1458,
ME— SN AER, MAGROFAEREEIERIMEE. BRl, BB ARERIARIELT
BHIER, FEEPEAMAFERIF IS5 FRUEFERRE 24, BRFBAERRIRIEEFA.
T, BEEFARBETHRENE.

federated learning." ACM Transactions on Intelligent Systems and Technology (2022).

18 Xie, Chulin, Minghao Chen, Pin-Yu Chen, and Bo Li. "Crfl: Certifiably robust federated learning against
backdoor attacks." In International Conference on Machine Learning, pp. 11372-11382. PMLR, 2021.

19 Lj, Tian, Shengyuan Hu, Ahmad Beirami, and Virginia Smith. "Ditto: Fair and robust federated learning
through personalization.” In International Conference on Machine Learning, pp. 6357-6368. PMLR, 2021.

20 i, Anran, Rui Liu, Ming Hu, Luu Anh Tuan, and Han Yu. "Towards Interpretable Federated Learning." arXiv
preprint arXiv:2302.13473 (2023).

21 Li, Bowen, Lixin Fan, Hanlin Gu, Jie Li, and Qiang Yang. "FedIPR: Ownership verification for federated deep
neural network models." IEEE Transactions on Pattern Analysis and Machine Intelligence 45, no. 4 (2022):
4521-4536.

22 \/aswani, Ashish, Noam Shazeer, Niki Parmar, Jakob Uszkoreit, Llion Jones, Aidan N. Gomez, tukasz Kaiser,
and lllia Polosukhin. "Attention is all you need." Advances in neural information processing systems 30 (2017).
23 Introducing ChatGPT, https://openai.com/blog/chatgpt

24 Zhang, Zhuo, Yuanhang Yang, Yong Dai, Qifan Wang, Yue Yu, Lizhen Qu, and Zenglin Xu. "FedPETuning:
When Federated Learning Meets the Parameter-Efficient Tuning Methods of Pre-trained Language Models." In
Findings of the Association for Computational Linguistics: ACL 2023, pp. 9963-9977. 2023.
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BRFFIFRAREK Al RENRERA, BkEREnErE0ERIPER T EEEEMN
BrEC, BANHERISEK Al BRI S KR, MERERFIAE X EEMESZTS
SRPRNSENRNA, EAMXBEHEMARNTERER, HELINBARIPANIRT, (2
EMSERIWKTRETT, HUL "BFER" IR HoisURRIt W REIESF, BT
AR FRIBARI I, EEETERESERINES, B RRRER,

EEBRIHIRAEXRTERAFEIRAREINESTT, AREGEERBEM 2016 Fit
42 2022 FHRANKREES, (FAFETHRZEANHENEERE, REHIMEE
BHTIZIRARRIB T ER 14 [E1 R,

25 MARITAT SRR, Istin=. Bk, TEEERZARN. TR, BHRERMR. BFRs5HET
XTERTIESCI=(PEIRES): (BSBEIA/RB V2.0) , I, 2020 F, 5 5-7].
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3. BRIFIWMAHFTSMABIA

3.1 RAHARIIA
3.1.1 REHEXRRIVIA

1. ENERREESFIINRIKESH 38.6%

ET AMiner &4t, BUXEIRAPERBAHRETRE 2016 F= 2022 FiE3EL
&, ERER, HRITERABRIBFEIMRIEIELT 6861 /%, B 2016 FHIRHLIK, %R

ICNHEIZFIES, 2016-2022 FHS EFIYIBREJY 38.6%, HXICSGESEINE 2 Fir,

26 BERIRS)KHEERERT: federated machine learning OR federated optimization OR federated learning OR
federation learning OR (privacy AND distributed AND data mining) OR (secure AND distributed AND data
mining) OR (secure AND multiparty) OR (secure AND multi-party) OR (privacy AND multi-party) OR (privacy
AND multiparty) OR (privacy AND distributed AND machine learning) OR (secure AND distributed AND
machine learning) OR (privacy and joint learning) OR (secure and joint learning) OR (privacy AND distributed
AND deep learning) OR (secure AND distributed AND deep learning)
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3. WRASHAZNA. REMREGT. ZLFA={ -l

(1) SFHFERS
BRE, BT AMiner RFERNCIGADHT, &I 2016-2022 FEFBFE I TURATER

\]
/.

FIR TOP 10 #IREIBIFHORELE: Internet of Things (#BXK) . aggregation (5
&) . optimization ({fift) . blockchain (Xik§%) . edge computing (BZ&ITE) .
privacy preserving (BaFA{RIF) . differential privacy (E5F2FA) . deep network (iR
EM48) . healthcare (EfF{R{#) . robustness (&%) &, WE 4 Fizs. aIll, &
HRITERA, BRIBEINNEEARARBRTNANMBXREEEE, FiY, LflRelol

27 Xie, Chulin, Minghao Chen, Pin-Yu Chen, and Bo Li. "Crfl: Certifiably robust federated learning against
backdoor attacks." In International Conference on Machine Learning, pp. 11372-11382. PMLR, 2021

28 So, Jinhyun, Basak Giiler, and A. Salman Avestimehr. "Byzantine-resilient secure federated learning.” IEEE
Journal on Selected Areas in Communications 39, no. 7 (2020): 2168-2181.

29 i, Bowen, Lixin Fan, Hanlin Gu, Jie Li, and Qiang Yang. "FedIPR: Ownership verification for federated deep
neural network models." IEEE Transactions on Pattern Analysis and Machine Intelligence 45, no. 4 (2022):
4521-4536.
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FEFABAIBUBE ZEFFIREERIBIBAES, AR SRS HERAYEHRS S OB R NSRRI R
#EAZR, ItkSh, reinforcement learning (GEAF3) . multiparty computation (Z75i1t
®) . homomorphic encryption (EZ&NNE) . privacy leakage (FRFAHEE) .

communication efficiency (JAIBXER) . vehicle (ZFEHHZZH) . wireless communication

(T&IBE) FRKXARBER, (BEPHRENIREHAZS TOP 10,

30 Bonawitz, Keith, Vladimir Ivanov, Ben Kreuter, Antonio Marcedone, H. Brendan McMahan, Sarvar Patel,
Daniel Ramage, Aaron Segal, and Karn Seth. "Practical secure aggregation for privacy-preserving machine
learning." In proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security,
pp. 1175-1191. 2017.

31 Wei, Kang, Jun Li, Ming Ding, Chuan Ma, Howard H. Yang, Farhad Farokhi, Shi Jin, Tony QS Quek, and H.
Vincent Poor. "Federated learning with differential privacy: Algorithms and performance analysis." IEEE
Transactions on Information Forensics and Security 15 (2020): 3454-3469.

32 Zhang, Chengliang, Suyi Li, Junzhe Xia, Wei Wang, Feng Yan, and Yang Liu. "BatchCrypt: Efficient
homomorphic encryption for Cross-Silo federated learning." In 2020 USENIX annual technical conference
(USENIX ATC 20), pp. 493-506. 2020.

33 McMahan, Brendan, Eider Moore, Daniel Ramage, Seth Hampson, and Blaise Aguera y Arcas.
"Communication-efficient learning of deep networks from decentralized data.” In Artificial intelligence and
statistics, pp. 1273-1282. PMLR, 2017.

34 Konecny, Jakub, H. Brendan McMahan, Felix X. Yu, Peter Richtarik, Ananda Theertha Suresh, and Dave
Bacon. "Federated learning: Strategies for improving communication efficiency." arXiv preprint
arXiv:1610.05492 (2016).

35 Liu, Yang, Xinwei Zhang, Yan Kang, Liping Li, Tianjian Chen, Mingyi Hong, and Qiang Yang. "FedBCD: A
communication-efficient collaborative learning framework for distributed features." IEEE Transactions on
Signal Processing 70 (2022): 4277-4290.

36 Zhang, Xiaojin, Yan Kang, Kai Chen, Lixin Fan, and Qiang Yang. "Trading off privacy, utility and efficiency in
federated learning." ACM Transactions on Intelligent Systems and Technology (2022).

37 Trustworthy federated learning, Springer Cham, 2023
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collsborative leaming . reinforcement Iearmng .fa|rness

privacy preserving

differential prlvacyaggreg egression
wireless communication

algorithm edge COMPULIN 58

multiparty computation recommendation¥ transfer leamlng

I t data heterogeneity tcompressmnf T h secret sharlng

ata ase anomaly de(ecuon mcennve mechanism homomorphic e”CrYP“O”
®  personalization trustw]rthy

e [0Ckchainvehicle

wireless network o utility edistributed learning

healttlgédcm optimizationss

deep earnlng COmlﬂun?ﬂaclgfllg#(s?fﬁEtlSCky rObUStneSS

4 2016-2022 SFEFRF SIMEHARAZRITEE

(2) FEHRFRRS
PDEEFRE, BHRZINRBRMNRZIZNN. NMEEFITRIEFED. NEHER
METIL VA, ZENARFEWERBEINGEZ, —HEENBRELTRKRFIE
(ADMM) | Bt EESHNHITHRBEIE LML, B—HEES IAXKRIE. EiBE.
VIR SERAEN EBHENHIESR, FANNEERENERME. B, FEENSE
FEI. MEATES . BREIUEF IF 55/ T 2RISR RIERFR S S FhRIEL
{ERYAEIRIZIE D% (Non-1ID) B, ZBEIMAtIEREE. SFERFRARERBERIT.
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2016

communication eff1c1ency
healthcaresecret shars

differential prlvacyh

a Vertlcal Federated: Learning ‘
“piology medicine}

network
*,graph computation™aics

3

suppovt VeCtOl machine dee
cloud

FEWR R AN A EIE differential privacy,
communication efficiency, deep network ,

ERAN, XiE

edge computing , database

secret  sharing, quantum  signature,
homomorphic  encryption secure
aggregation FL 2R, NFAAMEIARLL
biology medicine, healthcare 37,

Lo, HETRRIREFE support vector
machine, graph computation, vertical

federated learning .

2017

differential

Quantum Key Agreement
Secure aggregatlonquanm\machme

ollusio
ng

privacy

attac

Multl—ta learni

social network remfsorcement learning

communication efficiency

ssociation rule

database cloud computing

ealthc

LT FEFRY differential privacy, database,
secure aggregation, communication
efficiency AR, FEHM T multi-task
learning, quantum key agreement, ADMM,
anomaly detection, Bayesian learning ,

social network, collusion attack, quantum
machine, reinforcement learning R,
ENFEFSTHE, healthcare RARBKFFIRTAR
M AAE, cloud computing #1 Internet of
Things FIEXFRF IRIE S BRI NATRAR,

2018

blOCthalanTet\mtug

communicati

Internet of Things
_biplogy medicine

Hwﬁmﬁbwr
dlfferentlal Pprivacy

N A ™

2018 FEAFRZ SN AEXAFREEINFAET
I %, %0 healthcare, Internet of Things,
biology medicine, edging computing, [ERT,
ZE2(0MKIARXE differential privacy, secret
sharing, homomorphic encryption, Quantum
Key Agreement, communication efficiency
%Hﬁﬁ%—ﬂ?ﬁ@'—i&&%ﬁ@ﬁ%ﬂ% 7(‘ X—BER

R T RIERF AR %,
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2019

Transfer learning

edge computlng'

blockchaln

Interne} of Thlngs
resource efficiency

2019 &, edge computing, Internet of Things,
blockchain B934 JiAF4UE, homomorphic
encryption secret sharing, secure
aggregation FRFARIFERAKIBZEISEX
iE. 2019 FINK T MEIEFAIFEEYEfREFHRA
B9 B ??: HnE,

transfer Iearning multi-task

2020

-blockchain:

icommunication eff1c1ency
differential pu
data hetelogenelty

edge. computing
' Internet gf Thlngs

healthcare

2020 &, edge computing, Internet of things,
healthcare {k|B2EFHBFIHIN BRR. BFBF
S RIERAZFARIF AR MK B ERAR B
2020 FANK T RIERFRE T EHREAI T RIS,
IR R EIE personalization [ transfer
learning, [ERY, BXFBFEIBEIHEI (incentive
mechanism) BYEAFTFIALENN, LULEIRIEZA
KINNNZHEERER,

2021

edge computing aggregation
healthcare blOCkChain

vehicle
privacy protection differential privacy

Internet of Things

reinforcement learning

distributed learning
algorithm deep network
optimization

2021 FRARINK T RIBRFBZE I AN RIIHAR
HE, Internet of Things AN JHIARA,
H)RZ blockchain 1 edge computing Zh
R .
aggregation, reinforcement learning 8%
BERAHARKIEREISEXE. B8, privacy
protection, distributed learning, multiparty
computation FpAFTRIREAFR I,

Deep network, optimization,

2022

2022 FRFMRELRIT TS EAS WA FRERR
E EABRET, TERERAHRAERS
[ BF , privacy preserving, blockchain,
differential privacy EEFARIFFIZSEXAR
PRI EFRBEXIREN; AIEERAES. 25
BRFAZ BIRURE . LARGR BRI ERE DR —
WIRE. MRAMRSE, YEKN Internet of

16



I TREPSE 2 e 2023 BT ISR SR BIRE

differential privacy' plionrobustness Things. Ef RS T, AERER
Internet 0f6f;|- hlngS PRI, (HEXENRE, 66 SHIAES
5g optimizatio nhea“hcare NI, AT T T EEEaRT T,

aggregation

mobile device heterogenenyblOCkChaln
privacy preserving

n‘on'iiddeep learni ngedge CompUtlng

(3) EERatass
B TF-IDF EiEM AR BRAS— B E I EMEXIEHEHRTIHE, K
1E3ELE TOP 30 AU iE), REREMEFBFZINNA (application) | RFFIERIRLT

(system and model design) F1Z=faFA (secure and privacy) =PFERRUHATIATIA

REE, X=MASERHARIES ST HIN L.
ERAARESE, IR RARRREAERSENREORSIEYELR (Internet

of things) . IA%11+& (edge computing) . EE7{R{# (healthcare) . ZE§H3ZHE (vehicle) .
F&IB(S (wirelesscommunication) . 5G (55 5 AaIM4s) . #dERE (database) .
LARIETF (recommendation) , F4EEMNE 5 fn. BAFBZESIASRITMIEAM. 0%
iHE. EFRE. 8EE. ERRELEFSENMARRRERR L. 8BS, 2
BRE. EFRENFRAESE 2016 F£5 2017 ENARAERNRESERELT, 5E
SRR ERRAGAFAEFEE, 2018 B BRI ET (RHMEN A RHEREE
HEMBRIN FRFARRE. WEITEE 2019 F£5 2020 FEBRBFIRANBRAFRREZE
B, £ 2021 F5 2022 FNEAERR 75 HS AR AT, BAFRS IR 75 TH R FEEH
RIET 2017 FFREIE—IR EFROA SRR, R B EN EARAET 2018
FFREI, 7 5G. 6G AHEMAHARMENZDBIM 2019 F. 2020 FFrAHINAY,
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e
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J=z}
o 150
=
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0 [ | __I -_0n -I__lI _I-_II_-I I
VIR DSITE ETRE FRRE RGEE 56 MuEE #E 66
m20165F W20174F wW20184 m20194F wW20205F m20214F m 20224
5 BRIBEIEMASENMRARES (2016-2022 £)
RTERBFIERGANRRIRT S HEIARARESENE 6 . BERAR, #ik
BHal, ERFNERERITSEARARKIRREERDHIERE (aggregation) | {fift

(optimization) . &% (heterogeneity) . &# M (robustness) . BEXME
(communication efficiency) . A% (fairness) . EIE (incentive mechanism)
FIZRRRER (resource efficiency) . BEEEEENT 2019 FRARAERS, £ IHKEE
MAEEBEIREZS, 7 2022 FERREARESSITSARER, LILERE
£27F 2016 F1 2017 SFHARKERD, 21T 2018-2020 FAHNEEXITELE, 1E 2021 &
BEMASAIRARER, 2017 F, BiREN O FEERERAR T n5ELA; 2018
FRERERAROERNERES—, 2019 FRAEESNESRGEXAR, FN, X
PES (BUETIRSR) SRR AIEET; 2020 ESSMEXRAR EFAER], T
FHEIERAVAFREERIRRTT, 2021 FES5MHUAIREEXETAR LHBEEREE. WA
BIFEME, BE. i, 8%, BTSN AT ERIEXARERRIRA—BERGE
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AEIERRIAE LT,

350
300
250
e
X 200
=
= 150
=
100
50
0 -1 —— ] ———m ——mE I - I I mlil -
RE b BM BB BENE AT HEBNE SR
m20165 wW20174 w2018 m20194 m20205F m20214 w20224
6 BFBE I RGMERIGIH S EBFARRRES (2016-2022 F)
ELERMAHE, BEBFIMARETRKIERAEBRACOREBAEXHE (blockchain) |

EZ4583%FA (differential privacy) . £€ZHitE (multiparty computation) | FafAHE
(privacy leakage) . EZI0%Z (homomorphic encryption) | SEEIYE (malicious
attack) . MEZLZE (cybersecurity) LIKZEH (faulttolerance) , B{AREREE R
B 7 . EARETERR, XRE, E5FA, EEE. RFAHEFMRSIIZNHARRE
RMFEEE LK, 2016 FHREANENBRKIBFITEREAINATR, 2017 FHRE
PHIREDTRFA, 2018 FRARERRNIRZESHITERMSREIREZEMEFAMRIPRA, 5
XUSEESHIEXAREAT 2018 FHIMEHIER EFHALS 2019 FE 2022 FRANIAR

ER—E,
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(3R) Boss

5
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O I _—mlm — l I —— ] - I I - B _=m [ |
XiRfE EoRFA ZHUHE RBRAHE FBSNE TERE Neke B

m20165 m20178F m2018F m20194F m20205F m20214F m2022%

7 BB SIRAMTAS AT R (2016-2022 )

3.1.2 BEhieX ot

HRIEER IR I MIIC LG | BERTHEF, I T HFZRI 3%RNESX{FARFEAFEAN
FARIEHS SO THERANEE REFRETMSERFHFEDTT. EUEER, AHIERF
FITHEE ORI S IREUE 182K, b EHEE# 3 e SRS IREURF 52%,
BRI SR E SRR A ARSI SO AR F T

ESEIERIISCE S, —RmIeXEEBEREARERSARTEN/ L2 FEHXREF
Bk, ARERABIAS—(FERMEERMTE D ZRTHR. St oirERILITERAIL.

1. 73RbA L=/#E1eSCRERERE

RiEe X E— R EFET ORI BE R TSI 217, KIMEAFBFEIRNLFHRESHE 1L
MERETBERRETEEMSTE. HY, EERNSHEIEX SN 39.2%, B EHSILET, R
Freikal; PERISHEIEN G 22%, BMETEXE ", BHENL EHTE TR 44

BOR; BARIL, REEEE—EHENSHEIE, ik, £E. #E. IIEA5HE
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RERTARSHE MEXRIEHIIET 5%, FHEEWE 8 Fim.

" EHft
14.3%

" EE
" IEX 2.7%

2.7%
i)

4.9% »
/7
5.5%
" ERAFIE
" ohE

" zE
39.6%

5.5%

22.0%

8 BA#P% MWL XERS T (2016-2022 )

2. SERIEXHSIRELIKEEWT

BFBFSIRXRIEAS FHE TOP 10 ExREXE. FE. £E. RE. Fik. BAF

I, ENE. Int. INEXMNHE, BMESEWE 9 . XE. PEESEEL=FRREEX

HIFE. AH, EEREXEHE IBEMBESTEMER, AR EHIERK 23 &, H4E

BE, PERNEXHES RER LMIEKIE 2 5, RIFHEUE. nt. MERMFHEZR T

FHARITRIER, CHETRETHER. LISSIRR=1EREHARIT.
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IEXHEIEE (X)
0 10000 20000 30000 40000 50000 60000

£ I — 52668
thE  ———---= 18807
fEE = 5213
BE W 4733
g W 3720

AR e 3056
P 1694 m 2023510 KB 1R
wmt [ 161 m 2022 XHE | &

= = 1431 ;
nEX 20215 1E B =
wHE O™ 1335

9 BEIBE IS AE TOP 10 ER (2016-2022 £E)
MNFGERFKE, EEEBEIFSIHAEESHNIENEFNRATIRAREFERKR H.

Brendan Mcmahan {E/5

YERZRANE Communication-efficient learning of deep
networks from decentralized data'®®, 1Zz18XF 2016 FxZFTF ArXiv e-prints (2016):
arXiv-1602, H7E 2017 FWRTF AISTATS (International Conference on Artificial
Intelligence and Statistics), BrIERS | 9226 /X039, hEEFFFEISWNCE IBER
T8, B | BReENe N EEB R AF BT RFE S TIEZ AR v E—FE
SHARIRIT Al #i7), AEEMEMARAZ T ENZRARARKE LRI Federated

Machine Learning: Concept and Applications*® |, ZX#5|FA& 3856 R[4,

38 McMahan, B., Moore, E., Ramage, D., Hampson, S., & y Arcas, B. A. (2017, April). Communication-efficient
learning of deep networks from decentralized data. In Artificial Intelligence and Statistics (pp. 1273-1282).
PMLR..

39 5| EESIEFITELLS 2023 43 B 31 H.

40 Yang, Q, Liu, Y., Chen, T., & Tong, Y. . (2019). Federated Machine Learning: Concept and Applications.
ACM Trans. Intell. Syst. Technol. 10, 2, Article 12, February, 2019. DOI:https://doi.org/10.1145/3298981

4 BRI | FRREOREAITEIER 2023 £ 3 B 31 H.
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3. ARIARSUENEEEIEX

WRIRE N E—AFEMBETWIHTHEFR O, RMNEBCEENRE, BRHFEITASHS|

IEICREEDK 100 ZZAE. Ak 3 BLA LSS IeXATWELET 11 x4, FESmIE

SUANE 10 . B, BFRb. WRKFEHRA, EETWENR, FETHEINZR,

BHON=FRDBIKERAFIIL, FHEFFINK. HRTMREHKEEXEIYE 3 BAT.

BRRBHPFEISHEEXMUNERERS, B 11K, MEEXIEXRISHE I RE

EEEF@TTEMTY, 1K 2 BEX;

R, FIBRAIREFETRFER 6 /R, MNTHE=. FERACEIEAE. FErIAE.

RZLURGRY A LA R EA 3 RLAEAIE.

[35] &3

[35] RRE-MEEXE
[#7] EFE TR
[EIEMETIAS
[RIESAE

[7h] JCERARFERE
[FEIRRERE
[FRIFBREAE
ESESGo0N
[FRIFPLLIRE
(LRI ARETEHATE

B 10 BEPFEI =SSR 3 BRI (2016-2022 &)

4. BHEITXEZE

TREBERFNEHEIENHERTFE =, 87

Ll

B 2016 F= 2022 FRATARIE RERFPFEITEINCSOHTS I RERF (K
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B5IG5AIEX) |, EH T 5IREXT 100 RIRI+AREBEXRIC, BfF 8 BiEm. 2 B
RUBRFZ IR, XEEXAREKRERRREXIEE | IBEFZNE 1 i,

*® 1 BRREITAEZX

EERRITE KIEInS IB3HTRE
Federated Communication-Efficient
Averaging Aggregation TEMEXFRZES)  Learning of Deep Networks 9226
(FedAvg) from Decentralized Data

Practical Secure Aggregation
EREFFES  for Privacy-preserving 2015
Machine Learning

Secure Security,
Aggregation Aggregation

Federated .
Communication-
Stochastic . Federated Optimization:
efficient
Variance — Distributed Machine 4
[=] =
Reduced Dot A o Learning  for  On-device
Gradient . Intelligence
heterogeneity
(FedSVRG)
Communication-
efficient o Federated Multi-Task
MOCHA TEEEFRFS . 1396
Data Learning
heterogeneity
Data
heterogeneit Federated Optimization in
FedProx I s o 2357
System Heterogeneous Networks
heterogeneity
Federated Client Selection for
Learnin with System . Federated Learnin with
T O EEERES R E
Client Selection heterogeneity Heterogeneous Resources in
(FedCS) Mobile Edge
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S SCAFFOLD: Stochastic
ata
SCAFFOLD . WMEEFRES  Controlled Averaging for 1232
heterogeneity .
Federated Learning

Agnostic Dat

ata
Federated MBS Agnostic Federated Learning | 619

] heterogeneity
Learning (AFL)

Private Federated Learning
on Vertically Partitioned Data

Secure Logistic Security,
J / NEEFBFS  via Entity Resolution and 444

Regression Aggregation . .
Additively ~ Homomorphic
Encryption
Lossless
. Security
Privacy-
. SecureBoost: A  Lossless
preserving Tree- L .
. Y\RBFRZS]  Federated Learning = 405
boosting
Algorithm Aggregation Framework
(SecureBoost)

i S| BRSNS 2023 43 B 31 H.
5. D5l TOP10 fi#isE

BT 2016 = 2022 FRATARICAIS | HEHITHIUTIHAT, BRIBEFRFE I
=5[1E3X TOP10, W%k 2 Fiz. HA, 18X IRESIRSITELLR 2023 & 3 B 31
H. &

Dk

BRI IX A SO THRIE.

F® 2 BRABFISES5LI TP 10 (2016-2022 £F)

HE EXIFE = paan o P
& (X)
Communication-Efficient McMahan, H. Brendan;

. _ 2016 ¥ 9226
Learning of Deep Networks from Moore,  Eider; Ramage,

2 ZNEREBRRME ArXiv e-prints (2016): arXiv-1602, f5F 2017 &4 International Conference on Atrtificial
Intelligence and Statistics (AISTATS) =,
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10

1EXHTRE

Decentralized Data

Federated Machine Learning:
Concept and Applications
Federated learning: Strategies for
improving communication
efficiency

Advances and Open Problems in
Federated Learning

Federated Learning: Challenges,

Methods, and Future Directions

Towards federated learning at
scale: System design

Practical Secure Aggregation for
Privacy-Preserving Machine

Learning

Federated Learning with Non-/ID
Data

Federated
Distributed machine learning for

optimization:

on-device intelligence

Federated Multi-Task Learning

-]

Daniel; ...

Yang, Qiang; Liu, Yang; Chen,
Tianjian; ...

J Konec¢ny, HB McMahan, FX
Yu, P Richtarik, AT Suresh, D
Bacon

Kairouz Peter;McMahan H.
Brendan;Avent Brendan; ...
Li, Tian; Sahu, Anit Kumar;
Talwalkar, Ameet; ...

K Bonawitz, H Eichner, W
D Huba, A

Ingerman, V lvanoy, ...

Grieskamp,

Keith;
Vladimir; Kreuter, Ben; ...

Bonawitz, Ivanoy,

Yue  Zhao; Meng Li;
Liangzhen Lai; Naveen
Suda;Damon Civin;Vikas

Chandra

J Konecny, HB McMahan, D
Ramage, P Richtarik

Chao-Kai
Maziar Sanjabi ,

Virginia Smith ,
Chiang ,
Ameet Talwalkar

i SIFEERUESITELLES| 2023 F3 A 31 H.

° it XA :

Decentralized Data

{82 : H. Brendan McMahan, Eide Moore r, Daniel Ramage, Seth Hampson; Blaise
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3577
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1471

1396

Communication-Efficient Learning of Deep Networks from
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Aglera y Arcas

&ZF=EAT): International Conference on Artificial Intelligence and Statistics (AISTATS),
2017

et https://www.aminer.cn/pub/599c7cc1601a182cd27d4688/

1O IHE !

M ENREFTLILAARESF IRERIETE, XRITRK X A UK E RS LAY
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IESEF 3z

ISBN 9787121385223

ZBEEMEEIRFICAIRFEINTIGEE. &BER TERFHZINEN.
PEIRREDBE, AENATSERAPFEIZERRMIEMANR, oMW ES
MRFARIPIRAR., X BXERIBEINT—oE, BMEEEFEES. NREFBFEIFIER
BEEFES, PSRRI T THFRIINE. B, S BHIie TR

41


https://www.journals.elsevier.com/future-generation-computer-systems%20/call-for-papers/special-issue-on-federated-learning-on-the-edge-challenges-and-future-directions
https://www.journals.elsevier.com/future-generation-computer-systems%20/call-for-papers/special-issue-on-federated-learning-on-the-edge-challenges-and-future-directions

ATH B 2023 BT R IRHI SIS RE

23, BRIAFEIRTRBIEIFAALES]. ZBESFNEEN JMRREKBFEIAE
—&H,

B=-3 BXFBF I AR SEE

== ZE, TR %
tHhR#t BTl kRt
tHhRAYTE] 2021-03-01 & 1 kR
IESGEF 3z

ISBN 9787121405976

ZPHRFRNEASESFIRFITHARNTEARGHERS, REERE
B IEM, BARBHEIEE. BRBEINI N AMRE=1 K%, FiE
RSB M, ZBENF U RESRENIET TEAIRHEIER R, FaitbEL
TR INEZ AR, BRI FIEER, BN B TER
FBFIZARISLIERY, TEABBIEEFARIP. YsRFIFEMANR, BRFBKAL,
BHFIE TR R, LIRTIEERM, mkzfl, SRR~ EnS.

HB=&-4 BXFBS SISk

== oE, BRI, XUiF, BFEXE
AR BT Tl kRt

tHhRATTE] 2021-05-01 & 1 jR

IESZiEF 3z

ISBN 9787121407925

ZBRMARIRITHRIBZEIBNEZIENE —ATE. BRTHE—ALIECHIR
RAZE, FBUSESNAE, FEIEICRNARSEE. % BERFFE ISR
Bt b, FENBUMEIAFEA Python 1 FATE BHTEAFIEE, SIEXERKEFES
RIZEGIDHT, T T EESMIHITIHR, S8 =MIM Python ISSCHL, BOEGIR
F FATE sCER. Wt5h, NMBTEFEIBRIERANIRR, SIREFRE SRS
BROINETES. 1 PEAXRIBE IR BB SRR E R RA
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B&-5 ANZBHBRFES): [RIBS5EK

(== IR, FFn, 7%
tHhRFL AU Tl Rt
tHhRAYTE] 2021-05-01

IESGEF 3z

ISBN 9787111679592

1ZBMIEIC S SLE AN BRI B I T 7R, 1= 7 I 5)F=SCERYiRD
0, BRETIFEMKBEIKEEBHOREMNBE, 2R AN, F—5F
PEENBTERFAFEINRS. Bk, KRHE. MOFE. NAZR. 5. eSS
e, HXEESEFEMAS. BMoFmERE TERFAFINTERE. &k,
BHUE. BEEIEF O, B=BnEEHE T PySyft. TFF. CrypTen FER
ERFRE ITRRIESRAURRESCR:, FAH TR EIEE SR, BEET. BEH.
IR SRR BRI RTTZE. FIIEDHIR TERFRE IR, BB RFER4.
SEIEIEIES, FERT TR E IR RRISAES,

Federated and Transfer Learning

Yz Roozbeh Razavi-Far, Boyu Wang, Matthew E. Taylor,
Qiang Yang

aalan Springer Nature

LH hiREE] 2022-09-30

IESEM E3v4

ISBN 978-3-031-11747-3

ZBICETNEFOHEIRFZES . BEEMNETURERBEISZ—ER. BRTX
TREFFPFEINEASME R A SR F IR F IR RIS AT RN
5. S PES TENRERFBFEIFIIRE I KRR AR REISLH R BRI 4
FE, URATERRL. BiSESEINEYIERFNRIFER. ARARFMILE,

BR-7 BHFIRESHE
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== BMEE ZKFl = 8T FEH
AR U Tl bt
tHhRAYTE] 2023-06
IESGEM 3z
ISBN 9787111728535

BRNA TERBEINENARRIEERAS A ENNA, HEEEIEITRE
SRINEIAIESE, WeRl. BT, BSITE. XRESNABM T ERER. FH
ﬁﬁ%uwjf)bﬁ*[ SRR ERINBRABN—XIFE. MR T 2 SPRGIRAR
TEHAEBEZIWR, ZPZR=(ETHEE, BTERUREEIE.

3. &HR

BRFBFSI8 2016 SFRHLAK, BRI TEFMTIFRRY 2. ERHBEIRNE
TAIEMIEE, RFERITTE. eV, EinEEdie eIFFERI 7 AEMR
NI TIF S RANE, XER(IETHRANS |BEMNXEEENS YT, BT 9

REGIRHITNA. HRERWE 5 Fr.

F 5 BIPFIFERME—N

FS & Paper BB Scoping

Federated Machine Learning: Concept and Application 1] General overview

REGFPZEIWHRRNEGR, NETERBZINRE, 09K, KGR
1 | EEERAGEA ETHESHER, ZESEERZEIDAERRIZES, A
BRFBFSIMBRFIERFS, FISETHERNARR. Wi, BiEEERTuRe
1B, WiETHPBEISHEFI e, WoHhFES, DS EMERFETERE
RBRIRERFIX !,

51 Q Yang, Y. Liy, T. Chen, and Y. Tong, “Federated Machine Learning: Concept and Applications,”
ArXiv190204885 Cs, Feb. 2019, Accessed: Jun. 16, 2021. [Online]. Available: http://arxiv.org/abs/1902.04885
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X E Paper JEE Scoping

Advances and Open Problems in Federated Learning 1> General overview

MEAFE IRVBICSHN AT 7 REMEENINAE, W= THREBEINSENS
2 H, BEENY, D%, BRI, SUERARED, LEREENSEE, 85
BRAFIES, AERRT 7B ISR, LHRRE
T BFZEIARIIMA,

Federated Learning: Challenges, Methods and Future

Directi [53] General overview
jrections

3 | EENISTERIFE ISR EER T RAS BT EEIGNE, SiET RE
ROBENER, RANEIM, R RSSMMSFARIFEE, BERADITX
LolaRR H T R BRSNS [,

A Survey on Federated Learning System: Vision, Hype and

System review

Reality for Data Privacy and Protection >4

EEETENRFBREN TERAFIHT TN, SRS, &5 MATER
4 | BEIRFENFIRGEN. ETHRDM. VIssFIRE, BRAMRIPEOR,
IR, RERAEFIERF BRI S MEEX AR ZE I RGN TR/ T T
KFARDES, LN TR IRANKIT A, HEZEAFIRENAR
73Tel,

Federated Learning in Mobile Edge Networks: A | mobile edge

5 Comprehensive Survey >5 networks
REFERAZINATHlmdStE. BN A 7S ERIEAIESER

52 P Kairouz et al, "Advances and Open Problems in Federated Learning,” ArXiv191204977 Cs Stat, Dec.
2019, Accessed: Aug. 10, 2020. [Online]. Available: http://arxiv.org/abs/1912.04977

53 T. Li, A. K. Sahu, A. Talwalkar, and V. Smith, “Federated Learning: Challenges, Methods, and Future
Directions,” |EEE Signal Process. Mag., vol. 37, no. 3, pp. 50-60, May 2020, doi: 10.1109/MSP.2020.2975749.
54 Q Lietal, "A Survey on Federated Learning Systems: Vision, Hype and Reality for Data Privacy and
Protection,” ArXiv190709693 Cs Stat, Jan. 2021, Accessed: Jun. 16, 2021. [Online]. Available:
http://arxiv.org/abs/1907.09693

55 W.Y.B. Lim et al, “Federated Learning in Mobile Edge Networks: A Comprehensive Survey,” |EEE
Commun. Surv. Tutor,, vol. 22, no. 3, pp. 2031-2063, thirdquarter 2020, doi: 10.1109/COMST.2020.2986024.
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FS  XE Paper ‘ jBE Scoping
HFEIESHITEREEE) 4. AEERDIT T ETHRIBEIMNNASITEEEE
A, TRRFRDE. SRR MEIER S EATEIGIPS R AREHAR A M.
Hh, NMETERBEISBSTEESRI—L N FBFISCH,

. Security and
Threats to Federated Learning: A survey >

privacy

MEFZ I RFERRIMEE R e EINKE L NNBEHT TS, TBRE
SENREEIEIT AN "IRE" 1 "R I

. . . Security and
A Survey on Security and Privacy of Federated Learning 7]

privacy

7 NRARRERRE IR EMSFAMRIP R A — MBI ., ZERARIE
HBFIPIHERAZERITIEARERHT T 2EAVER, FELLH T AIRERE
X2 £ B AIRSFARR B RYR A )T 5 N A BEH AR,

Software
A Systematic Literature Review on Federated Machine Learning . .
engineerin

— From a Software Engineering Perspective 158 9 . 9
perspective

8
NG TRRRNEENEFE IR T T RANDIRES. ZRAFAEiA
THHFREGEFRFREROT. SERER. B9t Rescfitteeifs
FE NN TSN AYERFBZE IR,
Federated Learning for Healthcare Informatics > Healthcare

9

T T ERFF IR AT By U FrEIRREMES P, FRE T IERIER

56 L. Lyu, H. Yu, and Q Yang, “Threats to Federated Learning: A Survey,” ArXiv200302133 Cs Stat, Mar. 2020,
Accessed: Jun. 16, 2021. [Online]. Available: http://arxiv.org/abs/2003.02133

57 V. Mothukuri, R. M. Parizi, S. Pouriyeh, Y. Huang, A. Dehghantanha, and G. Srivastava, "A survey on security
and privacy of federated learning,” Future Gener. Comput. Syst., vol. 115, pp. 619-640, Feb. 2021, doi:
10.1016/j.future.2020.10.007.

58 S. K. Lo, Q Lu, C. Wang, H.-Y. Paik, and L. Zhu, “A Systematic Literature Review on Federated Machine
Learning: From A Software Engineering Perspective,” ACM Comput. Surv., vol. 54, no. 5, pp. 1-39, Jun. 2021,
doi: 10.1145/3450288.

59 Xu, B. S. Glicksberg, C. Su, P. Walker, J. Bian, and F. Wang, “Federated Learning for Healthcare Informatics,’
ArXiv191106270 Cs, Aug. 2020, Accessed: Jun. 16, 2021. [Online]. Available: http://arxiv.org/abs/1911.06270
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FS & Paper BB Scoping

BE. BNSZETERBEIEET AN AT S.

3.1.4 BRHZEIMISRIELCX

—SATERERFAMKEFERWNENEE, TR THEBFIEAFTS

(workshop) FEiFEHEFF I TMEEREIL. 2016 F£F 2022 FHABIA TEEETRSHA
BRI EMTSNRECEITA 31 &, Bfi13kRBEHE FL -NeurlPS, FL-UCAI,

FL-ICML LR FL -AAAlI INTRERS; 5, BB —ReskEE BB EREMANE X HE

RIS FITERGRL S _ETIRkAS KDD 2022 RIFRISZTA "SIELER" .
1. Gl ER(EERBEFERE

BETIEN—FNFBER, AMEHFZINRECICRETEE. FE. vt MW
RHA. #FE. SEFMZECIER, W8 17 s, HY, SENRECXE 13K, 4
40.6%; FEMISELNE 127, & 37.5%. PERESITSATRR L.
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g EE

0 3.1%
Pt I °

3.1%
FHE
6.3%
It
6.3%

th
37.5%

=E
40.6%

17 Bk3FBE 3] workshop JEER L ER 1
XERECXARMEEERIT 130 /32, RkBEE. FE. Int. PERRHMA. Fmk.

FE. &FTH. BAEF 11 MERD 50 Z20MAEM, B, B 6 iifFE (Honglin Yuan,
Junxue Zhang, Kai Chen, Tengyu Ma, Michael |. Jordan, Yigiang Chen) £57 2

RERIEIEAIT.
2. RRE-BENEEHARECEHIIE—

MBI —EFENIRE, £EMNEREEEXS (Camegie Mellon
University) SchE & BRI AS (The Hong Kong University of Science and
Technology) &4 BI5K/8 3 BRI, FH5I%—, EEMEAEIEAS (Stanford University)
S{EEERIAS: (UC Berkeley) . BHAURSEEEEET (EPFL) LURTFERGHELER ENN
ISBITHE 2 BRIEON, BRI 10 SRIVGSERE 1 BRELX.

ML IEEFTEN USRS, FENEERIEASS ENN EREHISEEY
EESBRBINN, HIA 11 AR, EDRNEENEREEEAS, HIBECIEE
10 AR; FIEREES BM RRHEL 8 AR, 7 NRIBIEESIES EEAMETRIAS
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(University of California at Berkeley) fmginMAZE, LAKEwLHY EPFLIX 3 RIS
HI 6 NRBRFEICXIFE; EERIBI (Google) MEMBFEARFZHIL 5 NRHIRELS

MfrE. BIMEEE 18 A,

Hong Kang University of Sci and Tech I 11
ENN I 1 1
Carnegie Mellon University e 10
Alibaba Group I S
IBM  — 7
University of California, Berkeley I 6
EPFL S 6
University of Southern California I -
Google IIINNNNN———— 5

Stanford University

B 18 BEFBE 3] workshop IEIRIEZHE 5 NP LIS

3. FL-UCAIFRIEZIEEANXRLIRERE, FL-NeurlPS NEASEESSiY

FL-NeurlPS 5 FL-ICAI FINRIITHI R HEARIE SR EFFIE—, D5liFiEd 12/
RIELCN, FrEXERECIYZRSFEGIFRMAY. FL-UCAISREICIRXIFELIT
50, KBHE. . =E. LT, iZE. HE. BRI, F=/\1TEzxR 20 &4
HH; FL-NeurlPS SRAZICIHBAIEE 1T 45 {7, SkBEEE. BA. FE. FIMEN/ MER
f9 10 24144,

S, FEIFETE FL-UCAI FHTSIRRICN PRIESRE, Hits 33 ARk,
BEEREEAIMISIRRNRRY 6 FLAL; SEEVFEZENTE FL-NeurlPS HHIS3RRIE H
RIMESRE, HitH 40 MRk,

Hrh, FL-NeurlPS HMSREEXIEBEBRMEZHITNHEXEN FRE BEXZE

(Carnegie Mellon University) (7910 AJR) . TE FL-1JCAI &% Workshop &1, HIR
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2023 B FRF I AR SN SRS

RECXEERERZHNEEPENEBRIZKZE (The Hong Kong University of
(11T NR) .

Science and Technology)

FL-NeurlPS 5 FL-UCAI X MHTSIFRRIREE X EMMSEUZR 6 F1R 7 Ao,

< 6 FL-NeurIPS Workshop S

Workshop &

EAEIS TR B—FE

BT s

1

Condjtional ~ Moment  Alignment  for

Improved  Generalization in Federated

Jayanth Reddy Regatti
(Ohio State University)

FL- Learning
NeurIPS'22 ) . .. Sai Praneeth Karimireddy
Mechanisms that Incentivize Data Sharing in s N i )
] (University of California,
Federated Learning
Berkeley)
A Unified Framework to Understand
Decentralized and Federated Optimization Xinwei Zhang (University
Algorithms: A Multi-Rate Feedback Control of Minnesota)
Perspective
Architecture Personalization in Resource- Mi Luo (National
constrained Federated Learning University of Singapore)
FL- Efficient and Private Federated Learning with Hakim Sidahmed (Google
NeurIPS'21 Partially Trainable Networks Research)
FLoRA:  Single-shot  Hyper-parameter Yi Zhou (IBM Almaden
Optimization for Federated Learning Research Center)
Personalized Neural Architecture Search for Minh Hoang (Carnegie
Federated Learning Mellon University)
Sharp Bounds for Federated Averaging Margalit R  Glasgow
(Local SGD) and Continuous Perspective (Stanford University)
Private Federated Learning with Domain Daniel Peterson ( Oracle
Adaptation Labs)
- FedMD: Heterogenous Federated Learning Daliang Li  ( Harvard
NeurIPS'19 via Model Distillation University)
Think Locally, Act Globally: Federated ) )
. . Paul Pu Liang (Carnegie
3 Learning  with  Local and  Global . .
) Mellon University )
Representations
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Workshop &

T RO E—{FE

=4 =)

MATCHA: Speeding Up Decentralized SGD Jianyu Wang ( Carnegie

via Matching Decomposition Sampling Mellon University)

< 7 FTL-IJCAI Workshop S4ET

Workshop F= o
P 7 smewirE

- = B—FE

1

A General Theory for Client Sampling in
Federated Learning
Visual Transformer Meets CutMix for

Yann Fraboni  (INRIA)

Improved  Accuracy, Communication o )
2 o . ) . Sihun Baek (Yonsei University)
Efficiency, and Data Privacy in Split
FL- Learning
IJCAT'22 MetaFed: Federated Learning among Yigiang Chen (Beijing Key Lab. of
3 Federations with Cyclic Knowledge Mobile Computing and Pervasive
Distillation for Personalized Healthcare  Devices)
Cluster-driven Personalized Federated
4  Learning for Natural Gas Load Shubao Zhao (ENN)
Forecasting
) . Ching Pui Wan (The Hong Kong
Robust Federated Learning with Attack- ) ) )
1 ) . University of  Science and
Adaptive Aggregation
Technology)
5 A Contract Theory based Incentive Mengmeng Tian ( Northeastern
— Mechanism for Federated Learning University, China)
I]CA_I'21 Aegis. A Trusted, Automatic and Cengguang Zhang (Hong Kong
Accurate Verification Framework for University of  Science  and
Vertical Federated Learning Technology)
Mingshen Lon Tsinghua
Learning Transferable Features With .g ] g g ,( ] g
4 ) University &  University of
Deep Adaptation Networks .
California)
Preserving User Privacy For Machine .
FL- . . . . Huadi Zheng ( Hong Kong
, 1 Learning: Local Differential Privacy or ) ) .
IJCATI'19 ) ) Polytechnic University)
Federated Machine Learning?
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ksh
Workshop B o o vinem P

=4 =)

FedHealth: A  Federated  Transfer

. Yigiang Chen ( Institute of
2 | Learning Framework for Wearable

Computing Technology, CAS
Healthcare P g 9 )

Quantifying  the  Performance  of Qinghe Jing(Hong Kong University

Federated Transfer Learning of Science and Technology)
Aleksei Triastcyn and Boi Faltings
4 | Federated Generative Privacy (Ecole Polytechnique Fed” erale de

Lausanne * Lausanne, Switzerland)

4. FL-ICML RIIRECNIFERBESAINIIRIRT EPFL S5E KAIST

£ FL-ICML &%l Workshop /, B BZFIRECXEMNRE, HIE 2020 F12021 &
(2022 FRBELEFXETR workshop), HWRHEZSHEEG1ETMK. BXRIEX/EEHIT
14 i, kBxt. PHEHME. 8. #E8. #FHAMNERM. 2EREHER
HAIERIEIZZRY Workshop &g, H, HRAKECNIFEREESHWIERERLTRY
EPFL ((BREATIETZMR) S#HERI KAIST (FERERASERRE) , FBDAIH4A
R, BMSEWIER 8 A,

% 8 FL-ICML Workshop &{FitC

Workshop &
E={EI83HRRE E&
= =]
) ) Felix Grimberg (EPFL) , Mary-Anne
Optimal Model Averaging: Towards .
. . Hartley ( EPFL ) , Sai Praneeth
1 Personalized Collaborative o ) )
) Karimireddy (EPFL) , Martin Jaggi
Learning
- (EPFL)
, Lower Bounds and Optimal
ICML21 P Dmitry Kovalev ( KAUST ) , Elnur

Algorithms  for Smooth and ) _
Gasanov (KAUST) , Peter Richtarik

(KAUST) , Alexander Gasnikov (MIPT
& ISP RAS)

2 | Strongly Convex Decentralized
Optimization over Time-Varying

Networks
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Workshop &

BT

FL-
ICML"20

=

1

EAEIC SRR

Federated Accelerated Stochastic

-]

Honglin Yuan (Stanford University)

Gradlient Descent Tengyu Ma (Stanford University)
. . Wonyong Jeong (KAIST) , Jaehong
Federated Semi-Supervised
. . . Yoon (KAIST) , EunhoYang (KAIST &
2 | Learning with Inter-Client
. AITRICS) , SungJuHwang (KAIST &
Consistency

AITRICS)

5. FL-AAAI RIIREECIHEEFELL EAEA

& AAAl F 2022 FEERFHE TEFRE I tHidS, EHEE Trustable, Verifiable and

Auditable Federated Learning, it 3 MRIELX, EAREENZE 9 fim. 1ZFK5
Workshop 3RIZIeSIRBSAEEEFM, Hit 14 {FE, kBXEE. vE. BX=
MEREIMME, B, AEES 96, Gtb7RmllE,

Worksh
orkshop B e tsioxinem

&

FL-AAAI-
22

=

3+ 9 FL-AAAl Workshop SiEiET

GEAR: A Margin-based Federated
AdVversarial Training Approach

3]

Chen Chen (Zhejiang University) , Jie

Zhang (Zhejiang University) , Lingjuan
Lyu (Sony Al)

WT-Shapley: Efficient and Effective
Incentive Mechanism in Federated

Chengyi Yang (ENN) , Jia Liu (ENN) ,

2 . . Hao Sun (ENN) , TongzhiLi (ENN) ,
Learning for Intelligent Safety . .
. Zengxiang Li (ENN)
Inspection
Chaoyang He (University of Southern
: . . California, USC) , Zhengyu Yang
SSFL: Tackling Label Deficiency in
. ) (USC) , Erum Mushtag (USC) ,
3 Federated Learning via

Personalized Self-Supervision

Sunwoo Lee (USC) , Mahdi
Soltanolkotabi ( USC ) , Salman
Avestimehr (USC)
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3.1.5 B#ELeXIFEN AT RESE(R

1. 2XSHSHEeXFE T EREAXENPE

ET AMiner 2%, @I XBIFECOTERIAIBEPIEER 2016 F= 2022 FEFPF
JERICEGE, AETRIEERFRF I EIC S | BEHITHF, B 7 HERRT 3%A%1EX
EREAEXRFARIBRIEHS L. WIXEEH 5 1SIOH TEIRISEMRBIE X FEER,
B AR H AN SRS ARSI, BT FEREMATEXD. Lo,
MBS ARE ARIZIC X BHERTUIAMERER, MAREEZATWIaVHARE TS
MUFAED .

EARIIERA, BRFBFEITWASHS EIFE LT 898 (1, DMAEILM. JL3EM.
RUMIARREMNEY 50 SMEZRZH, FAEERSGIUE 19 i, NomEERE, X&
FETEREEFRTNTE (173 1) . FIOm (40 ) , JLEMAIEE (392 fi2) FORK

MrOZRE (4440) . BE (2911) FER.

60 BXFRESK#EEEZERT: Federated Machine Learning OR Federated optimization OR federated learning OR
federation learning OR (Privacy AND Distributed AND data mining) OR (Secure AND Distributed AND data
mining) OR (Secure AND Multiparty) OR (Secure AND Multi-party) OR (privacy AND Multi-party) OR (privacy
AND Multiparty) OR (Privacy AND Distributed AND machine learning) OR (Secure AND Distributed AND
machine learning) OR (Privacy and joint learning) OR (Secure and joint learning) OR (Privacy AND Distributed
AND deep learning) OR (Secure AND Distributed AND deep learning)
o FERITAREE, A FEARSFESWEIEXER, TXE,
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E=(CRUN
HERIA

ESS(ELPIVN BE(I7)A BAOA

HEANA

AR A)A

| AMiner $1E RS
19 BIE IS IR MEEME S (2016-2022 £F)

2. XESWEIeXFEERPENMHELIL

BEHFISHE I FEEEREAEETTE, XRTERBEHNFZEHRED N
392 {ufh 173 i, BBESTHEMEZRIIFENE, WE 20 i, Bfte+ExRFEE
ERNYAERA. BAAITAIRENSHEE IEXFEREHYIE=. BEIR, ENSH
SEXMFEHESIKES, SRkl LE, BRPESHSIEIUEEHERN 2.3 &,
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& % N

392

(55>) s

Ex

20 BRI S#S 1 SCIEEBE TOP 10 EZR (20162022 £)

3. AYRESHSIEXFEERSAING

ETXARIERAEXEHS X FE RIS BRI ST, KN EBCEEN
&, BRFEITEEHEGIFESE TOP 10 s, FEEMEEETIM SR, ER/LX
TENREFE. FR, 25, FEETFRHKRFESRFRATHIIE+, WE 21 fis.
I+ EazxREl, SRIREAI. IBM, REE., MARRITIIZRITR, a3RIEHR511E

NIFEHERSZ, ERSFIMNEGTEIMEARFERET 10~20 (i,
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% & &@

21 BEFBY SIEIAIRG | 2E %R TOP 10 149 (20162022 4F)

4. E=REHEEIEXEEHINTF Ik

HREFPFEINEHS ICXEEZF, B 26.1%HIRFRI, WE 22 Fs. BT, w0
AIXETIA, BHREIEMIFERESKEIHHIMEN—FERN, ME, SREHEIEE
BHERZ. I, HEFHFITE, BWATR— I BURIAFENR. REXMIISR
MNIRE, TR TEBFIE—MRFET L REEEMNTET. SRS ARSI
AN, BRE—MERD. gk, TWRARERTRES LHARARR K.
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tAsReER
4.2%

el
26.1%

Bl 22 BB SIAH S I S E IR R 5
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34 QIFTRRISSHRT ISR ERZ, B 111, WE 38 Firs. ATRBIINE EE2RE
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3.2.1 FFFESR

FHRRYERF R IEZR S R HE MM R &MY, SRR R mRIERIRD,
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LA EBBTHIBRFRE S RFELRATF A MRS ST,
1. OpenMined——PySyft

PySyft 2FFR#tX OpenMined #EHN—MNRTLEMFAGREZFSIM Python FE,
EERARIBESY. EDRAMMINETERFRFANANSRETE, JEEERREZE IESR
Hh{&EF, 40 TensorFlow #1 PyTorch, PySyft RIEREF IR+ /E A AYSFAMRER
BtEidz—,

PySyft B9 OBE-EFR/ SyftTensor fYIHSR, SyftTensors EERREURAVIRS B EE
i, FEATLGEEE—R. SRR E88A PyTorch 5K&, FE(EM child Bitm
TBiEIA SyftTensor RINAYEHRECIAT:, TfER parent BIER LiGIAH SyftTensor (K3
RYZSHREIRTS.

FREMEtE . https://github.com/OpenMined/PySyft

PySyft RIRFHEZEANE 41 Fivm.
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Figure 3: Chain structure of a

SPDZ tensor

Figure 1: General struc-
ture of a tensor chain Figure 2: Impact of sending a tensor on
the local and remote chains

SIE: https: //arxiv.org/pdf/1811.04017.pdf

41 OpenMined PySyft ZRZiHESS

2. FATE Hif$tX——FATE

FATE FrFtt K B2 ECEEATERARSRAT BB IFFRT X, BT RERER
S S)FFRHELE FATE (Federated Al Technology Enabler) , 2019 £ 2 BRI TR
&f, FTFEE/RBEEE Linux B2, =61, MARBRITESLIEERT. RURIT. PER
Bt. FEIRIT. EESRL AR, FEBE. TEEE. FEBHE 25 KLU
FIFHE FATE FRRAHE RO ORYBRFBZE I FHRAER, FATE FHRIEZRRFA T 40 Z1hRAE,
BEx 40 SHELAN. FEEERBERSEER, FATE FHREREHHE THIZEIN
B, RS 2020 FERZ EHENBFEIF=RNA SR AR T IR eSS S
%, FATE FREATXIMETEFBEIM "X /v B i BE SERMERT, L8k
HBEIFWESRSSHN "BEEK" ERESK,

Brl FATE FRH RIS 5EEIA 1200 REREWA 500 RETSARA, 225k
TE S EfnmAE IEEE P3652.1 (BXFRFIZRMIFINAARIEY . AIOSS HiR (EEHAIRS B

BFEI SELEN) FinfE, BEHIRT (BXHPEI) (BKPEILK) SSEATE, M7
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FATE MBfEAZA%ZEITE (MPC) LIRESINE (HE) SAEEREZSITENNY,
LU AREFSRAISRF INZ2IHE, 8F2ERIE. WEZE. REFY (ATHEHEN
&) MiTBFIE, FATE BRSGS=MERETFIE L MOEKHEFE. NEBRHBFS
AT, FREitt: https://github.com/FederatedAl/

FATE Z2{AZEAIANE 42 Ffizn, FATE ECEEE FederatedML OB EIAENIZ 5
BXFR7E#E Pipeline EEHELR FATE-Flow, FATE I AEURESE, [KES I ZESHHERHMAX
$RITEEAARI EGGROLL B Spark #{T=MRERTITE. E5e FATE BRI, FATE
AR 7 STEERIBAFR S S AT HE , SNERFR AT AALAREIR FATE-Board  BRFRFELHEIEMRIR FATE-
Serving. EXFIZ=ETE FATE-Cloud, mFEBKIBFIETEFES KubeFATE, BXFIARKRE

FATE-LLM <,

BA ¥R EpipelineifE CREBIHE BRI TS BRI BHZoERE
FATE-Flow EBET S KubeFATE FATE-Board FATE-Serving FATE-Cloud
SCHATES .
DAGHRH ERABEATA BB BRI SRR AR RS
BFMES S anEHE RGEE, S8 BES 4 -
(=3 B, BufticH dashboard RRERSKE RERAERAR
spEsnEEE || e, BARE e/ AEEE EHRLEE BHS IR

BX¥RSE S HIAEE FederatedML

HEBEFIEFIETE HhERRFBE] HREERFPEFS) SR BT

Bt £ 1Y Secure Protocols

Tensorflow / Pytorch ( SREZE>]) E . GEd Ay
EggRoll / Spark (4375t it B1EZE) ZHEIPBEME: BRGNS
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FederatedML 2 FATE RBRF DA SIEAREIRR, RHT 20+ MEFPEITR, SHFN
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[EEXFRFS | HEEEFRFES | BREBERR I =B R, B 7 LA ENEUE IR,
FFESSIR, )14k, T, MERISEERE. B, IR TRSNESHT2iTENN AR
15 F EEENAEIISSRIFE IR BB E TR,

FATE-Flow 73 FATE 2t 7 inZlinBXF3EE4& Pipeline AEIEIE, T264E DAG EX
BXFREEIR pipeline, BAFMESArpEAHRETIE. BFMESHEERE. BXFHMESIBER. BRFBEER
BIEENRE, LI 7 BRI A RS — ML,

FATE-Board BXFfZ ISR AMMA TR, A& EHETICIIEERER) %4802
378, FATE-Board RESS(NERE. ESAIAML. (EFEESHTEEREERAER, XIFE
B fEeimiEiRiR. SitflnEs.,

FATE-Serving 4 FATE IRHBAIBELLIEIRIRSS, FEQLIELTUN. SRFERS
s, EREREESEE. RSIEEEDEE,

FATE-Cloud 2SS EEFBEIESEMENEMIZNE, AENME. THEREAE
PRERMTREE. SRNEIESENSIIERRL R, TNSEFRNIRIREE.

KubeFATE 75 FATE RERRESSF, BUHZRESSRTE, RS, Bk,
X§5 K8s, ZntlEnEIE,

FATE-LLM &7 FATE REERTHERRIBRFIABUELR, AAEERRMHEAFFSSTF, B

RICEERMERFIARFF 7 Bert, GPT-2, ChatGLM-6B, LLaMa FX1&EL,

3. FedML.Al——FedML

FedML B2—NAARASHERIEFBEIERIE, SIFPMITE. BBk L
YIERFNIEAIARIY , AH{EEFTRIBR G F I BIARFF AR PRIMERELLER. iZMRESR NeurlPS
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2020 BXEFIISTRIEICNE, K75 FedMLAI KB FEERIIMAF USCERSE MIT,
Stanford, MSU. UW-Madison, UIUC LIREEH. MARITERSERSLTKREETN
B FedML BX¥3ZSIFHIRIELR, HARGZEINE 43 Fi7r,

FedML i@ RiEEEARN AP RIS EEESCIEH T EMEEAR. §X3E
|.1.D REREIEE e ENE MRS STEHITATIR, FedML AJLIAKEFEIAFTHEK
REFRITEEZNENETEENFE,

FREMEE: https://github.com/FedML-Al/FedML

---------------------------------------------------------------------------------

On-Device Training : l Distributed Computing '
Mobile, loT (TinyML) | Q | Standalone
) [ Simulation
& D& oE-2
! ‘ compute node ! ¥
E FedML |4HrTp/TCR : . " b
i Server % ' : ’-- o t 2

‘W | 5
B E managemenl l’ﬁm E o] :
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R i
| & A;':):’;;“t;“:: [ Fedcv | [ FedNLP | [FedMedical | [FedFinance] [ ... | |
[ FedML server (HTTR, MaTT) | | FedML-API (high-level APIs)
HTTRTCP. ¥ W__HTTP/TCP ]
# 4 ' ‘ Model | | Data |
FedML-Mobile _FedML-loT |
Android NVIDIA loTs & Algorithm (distributed/standalone)
i0s RaspBerry Pi | FedAvg |[ FedOpt || FedNova | | FedNAS |
| Decentralized FL || Vertical FL | ... |

\ __________________ : 3

[mm ey
\ i

FedML-core (low-level APIs)
Topology Security/Privacy Worker Coordinator

ComManager l

Send Thread Receive Thread Models (LR, DNN), Optimizer

v ¥ v
Abstract Communication Layer On-Client Learning Framework
v v
MPI | MQTT Other Backend PyTorch Mobile Training
Distributed Communication Training Engine

k&: FedML-Al/FedML, https://github.com/FedML-Al/FedML

43 FedML. Al/ FedML Z&%cZ244
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4. BI——TensorFlow Federated, TFF

TensorFlow Federated project (TFF) HERATFRFIER, B—NABFR188E
IFMEMITT BT R OMEES B TSORITHRIESR. TFF LR EREEE AR
BIFNEUE DSBS E IR, LUK EMFEREE, TFF RIS tEE
RIRTFER MRS £, SRECIMAEFIMURNE, FIIRE ST, TFF (9EOEREE:
BHBE (FL) RFBRER%O (API) FOERFRIL (FC) APl TFF (HE5FAREREEABRIR
BEFRTE, NMBEBEEEE TREIETIME. TFF PESNE— 1 BN T E

&R, ZERFBFEIRIESRINE] 44 B,

5(  FedAyg ) ( FedsGD )

C Sum I Mean IDPQuerieSJ
Security

( NN/RNN/CNN )

Strate

[}

pe)

@]

S ‘ Keras|F TensorFlow
g Executor Client
ngc gRPC/proto

[

3ki&: Open-Source Federated Learning Frameworks for 1oT: A Comparative Review and Analysis [69]

44 AR TFF HEZRE

LIS E, TensorFlow T[] ABKRMEIHET —PFEIELSR (TensorFlow

6 Open-Source Federated Learning Frameworks for loT: A Comparative Review and Analysis,
Dec 2020, https://www.researchgate.net/figure/Architecture-of-TensorFlow-Federated-
TFF_figd 348067413, uploaded by Evgeniy D. Shalugin
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Federated, f&#R TFF) , BB TensorFlow (f&#R TF) &% Keras {&EEMYADIEIT—LbiEin
JERRT AR AB R SIREY, EE=a]LUINE SR URAOT)IEARE, LITRS SRR FEE!
DR EUERINERFE S H,

AREFAHHINGIES, TFFERQHESEUMERE, MARRBIBEL. ARS
&R YIERBRORHE, 3§ clients F1 server BIE—1EK, A— M XHBERZTESEITT
Server s (S ) #0 Clients i (C ¥w) AIES, Cimfl S ImAIX D EENRBEEEEN.
HEiR, AFERS TFF AR, FAEEEAERBEMZEITE CimidE S in, X
FEIRHEB M UERMETEE C /S Ik, ELRE—IIEEESMHIENRIAIR., 2 TF B
non-eager &z, BAFREEILABINIEGRERE, TFF 2EmMBARSBIREER
clients 7 server iI255 £, AP REXRFERIZEN, C&S insZ BREHEISIN. RAZS clients
HREIRYF VRIS

TFF 18]Z Python RIZkREzEEE, LhREiTURRmFRIE—FMESENIT, LME
IHREREE TR MIVIRT.

FhRRMEAE : https://github.com/tensorflow/federated
5. FPHHksl——Fedlearner

FIBEERFFIFE Fedlearner ETFHREIERFN SOUSFRRAT=RFS
EERRAMMEEERE, TLUXFERKBFEIEL, BETEER. S/l HEFHT
W ENEMIFELRNA, ZFEEET 2020 SFHIFFRH RSN, FrRtbL:
https://github.com/bytedance/fedlearner ,

Fedlearner XIS BN RFEREETIE. 488, HUELE. HUEFHEER
3R, SREITREPEES S IS RIER L, ETNEERERE, THlgk.
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Fedlearner SUSTEAREIEZR, WRBEETITHIEHEHTRES, HHAZEMTSE
PUREY) |1, GGEURERZAISNEED AP RIUEIER3Z. PSI iRk,

6. BE——PaddleFL

PaddleFL 2—METHEE K& (PaddlePaddle) RIFFREAFFIMELL. PaddleFL 2
HRZEAFIRBEEAETTENMR. BAESHE. HEEEEFWRRINA, flin, &
MEFRZES (BB, EDRFA. 2eRE) MMPREKIBFES (F prive RUBEEE, &
ABY3 FIHEEMZS) . ARARAILIA PaddleFL EHFIERARRIERFEIFE.

5k, PaddleFL MRAUESHIRRFE SN IZRESAINFE, BINZESFES. BKIBEIR
ETITEEES. £35S, k& PaddlePaddle FUAHIES fZ0)IIZRFN Kubernetes S|
SRR ERERES], PaddleFL AILIETF2EFRIRMGEAEERE. PaddlePaddle &
SEENERE, REHIOTUIIGRERERERS.

FrEMEAE: https://github.com/PaddlePaddle/PaddleFL .

BRZRAIANE 45 F7s,

FedAvg B R
LR With PrivC

DPSGD BEHYS nu
NN With MPC

SECAGG E s ) ny
wENNEYD LIt L )

PR ™) R VIS RS EA
"Ny PEESBNS L PULLY WA
it

EE: https://gitee.com/paddlepaddle/PaddleFL

B 45 E R Padd|eFL {kZEHy
PaddleFL A3 EfR(tpmfhf#i 753 Data Parallel LA} Federated Learning with

104


https://github.com/PaddlePaddle/PaddleFL

I TREPSE 2 e 2023 BT LRI SR RIRE

MPC (PFM), i8id Data Parallel, S #dE75 AT AR T2 SERTIERIBAFR S 5RME (40 FedAvg,
DPSGD %) Sept&f)Il4. Ithoh, PFM BEFTZH%2itE (MPC) LHRIEFHESTS
2. F/9 PaddleFL (—NEEAHMERS, PFM aILUMRIFES ISEAFRES), BIEME. HE
REKFIHFIFEZ MR,

7. FHE—hEERIPFS INFL

FRBRNBEFBZEIFEE (ONFL) F 2020 FHIEX L. INFL EFEET AR
AWHRFSEER ON NMBEFEIFEEFHTHR, £ IN FaBEilg. BLimfh,. S T
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https://new.qq.com/omn/20200918/20200918A0IZZ200.html
https://new.qq.com/omn/20200918/20200918A0IZZ200.html
https://www.xianjichina.com/special/detail_437222.html
https://www.xianjichina.com/special/detail_437222.html
http://tech.cnr.cn/techph/20201203/t20201203_525350952.shtml
http://tech.cnr.cn/techph/20201203/t20201203_525350952.shtml
https://www.time-weekly.com/post/279828
https://www.time-weekly.com/post/279828
https://shupeidian.bjx.com.cn/html/20210914/1176550.shtml
https://www.ithome.com/0/612/300.htm
https://www.ithome.com/0/612/300.htm
https://www.ithome.com/0/612/300.htm
https://blog.csdn.net/weixin_47098359/article/details/113578000
https://blog.csdn.net/weixin_47098359/article/details/113578000
https://finance.sina.com.cn/chanjing/gsnews/2021-07-28/doc-ikqciyzk8086318.shtml
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4. BFRFIPFEI LRSS

4.1 RS

4.1.1 2EE

RIEXHIE, M AMiner §UERFFHPERHEGIFEIRXIEN, P8 SICATETUER
PRAEBNFD, FSEXERNENCNHE, LSHICERRRTHANE, BHihXLE
ANERGELLSFD, WoREAER, ERAEIESEINARESWRE, WE 57 frix.

2015 2016 2017 2018 2019 2020 2021 2022
Training

Blockchain

Security

.0

57 BRIPFEIRARLRES

KiR: AMiner MIERZ. (F: BFHNSIMETRI—MARNE, HEERRZSIANESFRIRE,
SSFRICNHEZIRX, SIRAEE—FNPRBEAEHITHIRF, REESIIRA, S
HER L. )

Edge Computing

HE 57 9, AEIREAIFSIMERHOMRETORDBIZ: Training (JIIER) .
Privacy (B&FA) . Servers (JRS%88im) . Internet of Things (#JBXM) . Blockchain (X
R45%E) . Deep Learning ((REZX)) . Security (&%) . Differential Privacy (E5E2

FA) . Edge Computing (J8%itE) . Homomorphic Encryption (RIZSHIIZ) . K
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*E, XEAREFIZEN T EAREES, H, IT—FRARAEIBIRRARNER
EHRIGIARZE, YEENIRZ .,

XIEE EHRRRR , AHINEAFRZE IR AR RER+ERNARE TR SRR ASH,
AR B AFIBIEERR, N RS EENRE TN SZaliRE s EfmE, X
PEEREANE. N2 IEMARARERABXT Cloud Computing (=ITH) .
Mobile Device (#8z1i8%%) . Optimization Problem ({£{4[@5%) . Communication
Effiency (@) FHHEAVRMAAT, LAINRIKFIFSITE Healthcare (Er{R{g) J5HEARY
N FBEAR.

4.1.2 BRIFISKIRBEFEARRSES

1. BEXIBAIERIZ Al KBRS~

BttgE. FINEFER, AIAERBEIMROAE L, AIEERFHE S E—MEieRATER
MBFY., BESTRATESHEAR, NMURLE T FIn#iRfEMZ EIRENANIERE,
RMRIEZ IR STERMEE AT R, 1RELRRISIRY TR, SR NERRTATH
IR E.

BRFRAERNIR A TERER RN AEEETAIF ). 2022 FIRLSK, XIBEXFRAERE
RURRSS, BASERFFIEN) G ARE S ENNASER., AMEREEEHHZEELR
(CSHRIREHREWERE, EREIE. AEN. BEINES, SOANRATERERE
PRI, (B, KEEE)IZMNABSRET, HAEIREEZXREE, Hh=
PMNEERLR: 1) BRIRSHEREZIERRTERNAEETE, KEMETAE. K

BTAZ, BEREREAFH Pablo Villalobos & 6 it EHRIFREILCN (FlISFH7TEE
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3? HlarIPEHEERERNBREDTT) I, ChatGPT FAREIIGAEHNSRE
IESEUESE 2026 FEZRTFER., BRI LSRR, MIERIPAIEISFARY
AR T, EME A AFIFRmRE LAVRASETNE, /IR AERE) | GEUEA B
RX#E; 2) BWEEGRENABTREMSEME (tkan, &3, €/, 1ET) &
B(ERFAE RIS SRS T | ERA AR ELH THOR, 28, RS EHREED T AR
RURRRIEY. XL EIRI S E—RMAAERR, Nt REAUERAHEERXEG; 3)
G RREFEEHEARBITERR, XEERERERITESRERAP/NEATRA,
ER—MoHhz=nEel, BHEIU "SUEATMRED), SUERTRAARIIL" JoKidss
tE, AXREBERIRFARIRM T B,
(1) BRHFISKERESENTFEEZTESHMNSIRES

BIPFIERRENES, SRR KRR TP EENSIRRFA ST ETM, B
FFIRE T —FRIPEIRISFASHIREAIRARRT R, XM IEEEE S AIRE
HE GRS —SRREIELZ . [RAARIPZHITE.

BETERBZINAEEZEEXRENARH S E. BRAREESTAR TR
REUMRIRTTZE, HIE0: 1) mEREMAERGS, KEEMEMER, BY5IADE, FIFA
Adapter, Prompt tuning Aggregation #ll, RAELEEBRSHERMIEIRK;
2) PANS KRB R, BFHEESEIREARE, REAR, BITARZEE (Knowledge
Distillation) #TEFREFS; 3) KEEUES "/IMER" HITEFEIGR, AEFIRES
BIR, MIRFHENTRE, HEAEENER T, SINMRZRESSE, SN2 iREY "/

1REY FHTEFES, SEIARRELENMERIRIRIRIER 78,

78 Wang B, Zhang Y J, Cao Y, et al. Can Public Large Language Models Help Private Cross-device Federated
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BAAREALIESEZENARIRT, —AEANASSESS5SNEINEE, S
EXFR I AIGC BRI, SEISREEIES L L4k, LSS5 hERIPSEEER
S5RFREFARTHRET, FRNAFERT Al IME, EERURIILETRMAEN, XEgT
AR, BHEEERAIEAENE, B—0HE, LEETSTL. STERARERE
RARREELIASRSRE, HEMEBES T SMSRIEIESREERS, FIRZERT, H—
SRFKEEIIE,. FEFLERE.

(2) BRFFEIBATERAKXIRRGER 2 SISFAMRRRER

BFAFIMARENESOEEEEST IR, EERIETENN. BEFHE. B
FHEE, REILEEFSH.

B%, BRIXREHTSHEEX, FEBENEUEIERRIT EEMIRIEH TI)145,
AR RERFENTERFESNEEERSZ, SEEUIENToE8. EX, BKFHB
KRR AEEIGRSHEETHE. EXHNSHERTRKE, FRPAERENARZEITRZER
TR AR RN ST ST EBE G0, NISEBEFHEA. RARS. b, BB
RIEBURAN A ERARIEAHENG, KERFTKENRE DM EART RAIEIEF RIS
BEAFPNSREES T AGIEE, &R SHESZEZ RS REFEEESIHE,
HEZSHEMME. &F, WEETREBEANERENE HEPERER @OHESERNSHE
IIGETE, SRESRAEEURMER , BE T RE BTG RNIRSARERIZE T3[R, TSR
Z2fE,

(3) BXHZEIAIRBIFFIELRC LI
BB IR AEREA &, BEBRI, K7 LB =5 IIHEH TEAFBAE

Learning?[J]. arXiv preprint arXiv:2305.12132, 2023
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BUHEZR: FATE. FedLLM. #0PrimiHub, B{1Y2&REFR.

FATE BX3BXIZEBY FATE-LLM

2023 F 4 B, BIBFIEFATEFHEFS FATE IETUAREAFBAIREY FATE-LLM IhgE
RO, 37k GPT-2 SAMSEEY, FATE-LLM eSS EET “/IMEEME" RIERR, @i
BEFEIMARELLS, FATE-LLM R85 BIBEUERHAISAIRIE T, RIES
FCREEERITENIN, BREHITAER)IZ. ETHRARE, ZP30R&8557
AT FATE PYERYTR) I REL RRT B THEMIBRER, 7S BRefASUR I TBRER IR A,
TREPERTREREG (Secure Aggregation) HHEIRISZRELEHITIRA. 5 B,
FATE-LLM &% 73354 GLM KRB HF, & GLM |y FATE-LLM B2AERNABF
R TR SRR BN, AR ithifes®,

InBeLE: https://github.com/FederatedAl/FATE/releases/tag/v1.11.0

FedLLM

2023 F 4 B, FedMLAI F&%% T FedLLM B89, 22—z MLOps HIIIZRE
B, BRT7TR%ZE LM fYlIZk. RSBFETMEENI, ERITEEEEIE LIRS EMIER
LLM, ZFEESIFEGEDE. ITREFERDE, SZHREPIARMES I GPU &85
2, UNRSBIEMSNEFZES, FedlLM FAFRITA LLM &, a0 HuggingFace 0

DeepSpeed, STEEENEMLL/faFA. FedML BPFIFAEARRERM 100 178K

79 FATE FREH XARFERFBAIREL FATE-LLM, SSiEUESEHEER, (SMHAR, 2023F4817H,

https://new.qq.com/rain/a/20230417A03Z0X00

80 Releasing FedLLM: Build Your Own Large Language Models on Proprietary Data using the FedML
Platform , 2023 %4 B 27 H, https://blog.fedml.ai/releasing-fedlim-build-your-own-large-language-
models-on-proprietary-data-using-the-fedml-platform/
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PBEPRIFHAER. EEWIAMEHEREFRAS) NSRS BREH FedML MLOps FE4ME,

IREHBLE: https://github.com/FedML-Al/FedML/tree/master/python/app/fedlim

PrimiHub BEX¥BZ#3JK1R5

2023 F 4 B, RERHESWRFFRIEFAITEFS PrimiHub EFRTEAFZEI K
HRELST SCI 7 BT ERFRE IRIARBIGANTTN, BTS2 5E&ERIPSBEEUERFA
AIEIES , ZEIIE— M RERGREFHEZ N EEERE, PrimiHub BRFREI AR R — P SHRE.
S5, SOUHAEIRTN)IZMEE, ST LIBRIAERNA, AXEEZMESHER, akl
NMATHER. #F, a. 3F #BE SUFSES 1. PrimiHub BRFBFIRRELZEE
FI0)IZ45EE ChatGLM6B (24575, 4155, 29, AT A, B, S5
SRS RAPERRVEE, FUSSTMESHInS) - PrimiHub BTLULAFEECHIRE L
S5BEY, RIFEUERANZE, ERNEZAEEHRAVERRS. 8 Ptuning %
AN, LHETEE D NERGIEB SN2 FIRERES, R TERHBZEIN
ITTEMREIFEFE. EF#HY PrimiHub SDK, (XFE—17<, BIRSEETEFFIAIKIE
BRI, PrimiHub BXEBZIXNERRIEEISEIEY 60 {2 (6b, 6000M), HEFIERIER
HBIm=.

InEHeE: https://github.com/primihub/primihub

{SEF$E5|: nhttps://docs.primihub.com/docs/advance-usage/create-tasks/fedreated-learning/chatglm/

(4) BRFBXIRBITIVNAISEET 2

NERBRIBFAARESRE, BT NANESEIER. TE, Tl RFEFEST

81 PrimiHub EXFRFIARETTIR, FTHREEIRS], RIFS0ERAZE,
https://juejin.cn/post/7226548855692181559
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7R, REGIEREESITWATS, FATE-LLM AHEBEN 7S SIEE SRR RE
ZiR. REXE. EBENEROT. XAEEIR. SHEhREEIRERIITILE.
PrimiHub BRFRFEIABEIALINATER, #EF WiE, 3% B eSS,
NRFPREEFE. ERE. BEMEHAIAEIRS.

2. BHFIKERUHAXRIEN

ET AMiner $IEFEEICNIRR SHEHTRBIACHER, ERAI, B8E 2023 F5
RERFBEIAFE RARRERAS N ARAFRANCEHER D XEIOI TSR T KRB fE
FRECF R IENFEIMER, BFFEIRR THERESHIRES. RESHGUE. Hhetit
BiEF. BIFISAEREMEIEXRIEXUZER 18 fim. B, #5 | ERSHIR—mERE,
1Z3OTI8 TERFBE ARSI FRIEED Y, SAFRENK. RFHbLANEERAER, LA
STPERIBLFS NLP 5 AF1 L.

RIECX—ERMEEZ LS, KIXEICICREFE. XE. ki, BRI, #
I, DIZEK 6 MEZR 16 KUY, IEXRSHNERRFEMEE, KRG 6 k. 5 BXE.
Itehh, X E—FE ZREFAALAEA.

F 18 FIAKEERARHNEIBE IJHEXILX

EITEREE A REFRER/ S )

Federated learning meets natural learning meets natural Ming Liu, ,ﬁ] Deakin 2021
University

language processing: a survey

82 XHEEIGERT = ( "federated learning” OR “federation learning” ) AND ( “"Large Language Model” OR
LLM OR “Foundation Model” OR prompt OR Prompt-tuning OR GPT OR “Generative Pre-Training
transformer” OR AIGC OR "Al Generated Content" )
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AT B

EXITERALE A REFRER/AS BEEG

2023 B FRF I AR SN SRS

Yuanyishu Tian, [ & ]
FedBERT: When Federated Learning Huazhong University of 2022 18
Meets Pre-training Science and Technology
Scaling Federated Learning for Fine- Agrin Hilmkil , [ g &2 ] Y .
C17tuning of Large Language Models  Peltarion
Zhenhou Hong, [H] Ping
Federated learning with dynamic | An Technology (Shenzhen) | 2021 11
transformer for text to speech Co., Ltd
Where to begin? exploring the impact
of pre-training and initialization in John Nguyen, [3£] Meta Al 2022 11
federated learning
Scaling Language Model Size in Cross-
] g tenguag ] Jae Hun Ro, [3£] Google | 2022 10
Device Federated Learning
Federated Learning for Personalized Xu Guo, [#7] Nanyang o -
Humor Recognition Technological University
FedQAS:  Privacy-Aware ~ Machine
, yornere " Addi Ait-Miouk, [34£2)
Reading Comprehension with v 2022 3
. Uppsala University
Federated Learning
Training  Vision  Transformers in | . o
) B N Jiang Tao, [ ] Tianjin
Federated Learning with Limited Edge- . 2022 1
. University
Device Resources
CyclicFL: A Cyclic Model Pre-Training
p Pengyu Zhang, [#] East
Approach to  Efficient Federated ) ) ) 2023 0
. China Normal University
Learning
Exploring  Parameter-Efficient  Fine-
) . .. Guangyu Sun , [ 3]
tuning for Improving Communication . . ) 2022 0
o ) ) University of Central Florida
Efficiency in Federated Learning
Foundation Models for Transportation | Chen Zhao, [ ]University
Intelligence: ITS Convergence in of  Chinese  Academy 2022 0
TransVerse ofSciences
On the importance and applicability of Hong-You Chen, [3£] Ohio San 5
pre-training for federated learning State University
Practical Takes on Federated Learning = Ankur Agarwal, [i0]Huawei 2023 0
with Pretrained Language Models Noah’ s Ark Lab, Montréa
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https://dl.acm.org/doi/abs/10.1145/3510033
https://arxiv.org/abs/2102.00875
https://arxiv.org/abs/2102.00875
https://arxiv.org/abs/2107.08795
https://arxiv.org/abs/2107.08795
https://arxiv.org/abs/2206.15387
https://arxiv.org/abs/2206.15387
https://arxiv.org/abs/2206.15387
https://arxiv.org/abs/2204.09715
https://arxiv.org/abs/2204.09715
https://dl.acm.org/doi/abs/10.1145/3511710
https://dl.acm.org/doi/abs/10.1145/3511710
https://www.mdpi.com/2076-3417/12/6/3130
https://www.mdpi.com/2076-3417/12/6/3130
https://www.mdpi.com/2076-3417/12/6/3130
https://www.mdpi.com/1790948
https://www.mdpi.com/1790948
https://www.mdpi.com/1790948
https://arxiv.org/abs/2301.12193
https://arxiv.org/abs/2301.12193
https://arxiv.org/abs/2301.12193
https://arxiv.org/abs/2210.01708
https://arxiv.org/abs/2210.01708
https://arxiv.org/abs/2210.01708
https://ieeexplore.ieee.org/abstract/document/10044573
https://ieeexplore.ieee.org/abstract/document/10044573
https://ieeexplore.ieee.org/abstract/document/10044573
https://openreview.net/forum?id=fWWFv--P0xP
https://openreview.net/forum?id=fWWFv--P0xP
https://aclanthology.org/2023.findings-eacl.34/
https://aclanthology.org/2023.findings-eacl.34/
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EXITERALE A REFRER/AS )

Towards Building the Federated GPT: Building the Federated GPT: Jianyi Zhang, {E] Duke S

Federated Instruction Tuning University

When Federated Learning Meets Pre- Zhuo Zhang, [=] Harbin

trained Language Models' Parameter- | Institute of Technology, 2022 0

Efficient Tuning Method's Shenzhen
i SEEIRGEE 20235 6 5 12 A,

SeiE: AMiners H3EREE

4.2 FARRNAE

AR S RIS AR B A R AER IR FFNAZI N — AR T PR 83, FASTAL
14 Gartner A&MAUXARAARIZ (Hype Cycle) PEUREMRALR, BT ZRRIFAHTR
BRI IUE, BRiER AR F AR TR XU,

EF Gartner IR RTHIEXRARRERLZ, MRERM, BIPFITF 2019 FER
HPITE Gartner BUBRIZ 51285 IR ARBERELZ (Hype Cycle for Data Science and
Machine Learning) Z7, HEHMWA "ELHINE RIS mF IR ENEECH"
B4, XFRIFBKFIEIFARNEEARRRR, BREENET =FNARKs | TiRES.
APSRFIEZERENIFE, tHIR3|F Gartner SRR FASAIBATEAS.

IHEREEE, BB SRk HIMFEELBIUA Gartner A9RTRBRVE B ERE , 9552 2020
5 2021 FRHBHEIERFSHSRFIRARAEZ. LR 2021 FARSFARAREAER

83 SREM BRI RVEXIA KRR EEAYSZIm )] ARBEIRE, 2009, 18(2): 9.

84 Hype Cycle for Data Science and Machine Learning, 2019, ARCHIVEDPublished 6 August 2019 - ID
G00369766 -By Shubhangi Vashisth, Alexander Linden, et al,
https://www.gartner.com/document/3955984?ref=solrAll&refval=295245018
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& (Hype Cycle for Privacy) S2FSEATIL IT HARBZAEREZ (Hype Cycle for Utility
Industry IT) , FHEIERINFE 19 .

MR 19 1, EXERARRAEHZEZF, KBFIHMELT "BlFd <"
(Innovation Trigger) , @I "&" , #ET "#FX" KK, BIXEFSIEH (the
Plateau of Productivity) BBT/EI&RFRIT 9 5~10 &, BEi%i81E= (Market Penetration)

#ET 1%,

F+* 19 BB SIHEK Gartner FiARBEREL

Benefit . Time  to Market
Hype Cycle . Maturity .
Rating Plateau Penetration
Hype Cycle for Data . Less than 1% of
. . Innovation _
Science and Machine i High Emerging 5~10% target
rigger
Learning, 2019 [85] 99 audience
Hype Cycle for Data . Less than 1% of
. . Innovation ) )
Science and Machine T High Emerging 5~10 4 target
rigger
Learning, 2020 86l 99 audience
Hype Cycle for Data . Less than 1% of
. . Innovation ) )
Science and Machine i High Emerging 5~10% target
rigger
Learning, 2021 [87] 99 audience

Hype Cycle for Data .
. . Innovation
Science and Machine . - - 5~10 % -
. Trigger
Learning, 2022 [88]
Hype Cycle for Privacy, Innovation High Emerging 5~10 % Less than 1% of

85 Hype Cycle for Data Science and Machine Learning, 2019, ARCHIVEDPublished 6 August 2019 - ID
G00369766 -By Shubhangi Vashisth, Alexander Linden, et al,
https://www.gartner.com/document/3955984?ref=solrAll&refval=295245018

86 Hype Cycle for Data Science and Machine Learning, 2020, 28 July 2020 G00450404,Analyst(s): Shubhangi
Vashisth, Alexander Linden, Jim Hare, Pieter den Hamer,https://www.gartner.com/document/3988118

87 Hype Cycle for Data Science and Machine Learning, 2021, August 2021- ID G00747536- By Farhan
Choudhary, Alexander Linden, Jim Hare, Pieter den Hamer, Shubhangi Vashisth,
https://www.gartner.com/interactive/hc/4004274?ref=explorehc

88 https://pages.dataiku.com/gartner-hype-cycle-dsml
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2021 189 Trigger- target
audience
Hype Cycle for Privacy, Innovation

- - 5~10 -
2022 Trigger- i

Less than 1% of

Hype Cycle for Utility Innovation
i y y High Emerging 5~10 % target

Industry IT, 2021 20! Trigger .
audience

XR: Gartner NF]
BEEXENE, £2019F "HERIFSTSRFEY" RARRRERZZH, BTFERKX
RRIFFRLAR N SEURRER FIREE RN, SF Gartner FRITEAFBFEIFATZIRL A
ITHRIRRERE "AKEEEE 5 B 10 £/" X3 "£~=IEH" (the Plateau of
Productivity) . BEEFRFAZIAEIE. XEURIRFACRIFPAIFIIEMN, LARSERIEEFE
REFEEEANENESNRNRZZN, KPFEIERAESEEMERZEEEM, £ 2020
FZERIARRERZG S, BABKFRFIRATAZLT "EUFHAHE" (Innovation
Trigger) , {B#8EL 2019 &, BAFRZSIFE 2020 SRS "HEEERAKHE"  (Peak of Inflated
Expectations) XNEIF—%, ELEY 7T NEWIIFME— NN EREME, ELT "$—
KReRER. MBS, KEX=FPHES]" (First-generation products,high price, lots of
customization needed) FIINER; 7£ 2021-2022 FIEE "HRERAKHR" (Peak of Inflated
Expectations) Bif—#, A\ T BEHIRFEJEE (Early adopters investigate) fiER 1],

MEERSFAIANBGAE RS, (Hype Cycle for Privacy) SARSATIL IT SRARKRAE

89 Hype Cycle for Privacy, 2021, Published 13 July 2021 « ID G00743765, By Bart Willemsen,
https://www.gartner.com/interactive/hc/4003504?ref=explorehc

9 Hype Cycle for Utility Industry IT, 2021, Published 21 July 2021 « ID G00747517, By Nicole Foust,
https://www.gartner.com/interactive/hc/4003853?ref=explorehc

91 Gartner Hype-Cycle: Everything You Need To Know, https://www.wowso.me/blog/gartner-hype-cycle

145



ATE B 2023 BT R IRHI SIS RE

Bk (Hype Cycle for Utility Industry IT) e, BXFBZINZETF 2021 F£Hia B2 F 586
—REZMH, XEERRTEHBFINKAEIEZ—FNERRE, FHlERACEHSiRT
HARIERINATETRE, LAIRZEARNERTAINYIER. MEZE. BFA. HUELS™

WHEEE=ESEZREITIL.
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data owners. This guide provides a blueprint for data usage and model building
across organizations while meeting applicable privacy, security and regulatory
requirements. It defines the architectural framework and application guidelines for
federated machine learning, including: 1) description and definition of federated
learning, 2) the types of federated learning and the application scenarios to which
each type applies, 3) performance evaluation of federated learning, and 4)

associated regulatory requirements. )
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